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Overview

In this lab, you will explore features of Intel® Software Guard Extensions (Intel® SGX). The Hands-
on Lab web course is designed to be developer-centric, and it focuses more on using Intel SGX
than on discussing its theoretical underpinnings.

Topics in this lab will be presented through a combination video presentations and self-directed,
hands-on work directly with Intel SGX. Time-wise, you will spend the majority of your time
working directly with Intel SGX, either coding or following along with examples.

Task 0: Lab Setup

Because this lab uses the Intel SGX software-development kit (SDK), the development
environment needs to be set up accordingly. This preparatory step is added for reference and is
not part of the actual hands-on lab.

Task O Steps

1. Install Microsoft® Visual Studio® 2015 Professional. Community Edition is not sufficient
because it does not support plugins.
2. Install the Intel SGX SDK.

(Optional) Install the Intel SGX platform software (PSW).

Intel® SGX Roadshow Hands-on Lab PROWESS 2



Task 1: Intel SGX Overview
Task 1.1: Intel SGX Settings in BIOS

Lab In this lab, we will view Intel SGX BIOS settings; if supported, the BIOS
Objective might include settings for Enabled, Software Controlled, and Disabled.

1. Boot an Intel® SGX™ capable system. If you do not have access to such a system, follow
along by viewing the screen captures.

2. Enter the BIOS configuration screen. (The method for this varies by manufacturer.)

3. Find the setting that controls Intel® Software Guard Extensions”. Note that not all
Intel® SGX™ systems provide BIOS options to enable and disable Intel® SGX™. If your
system does not have these options, follow along by viewing the screen captures.

4. Select Intel® SGX" Enable.

In the Intel® SGX" Enable pane on the right, select Disabled.
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6. Exit the BIOS configuration screen and let the system reboot.
7. Once fully booted, download and unzip the Lab 1.1 package.
8. Run ProperintelSGXDetection, and then note the application output on the screen.

B Select ChUsers\Intel\DocumentsiVisual Studio 2015\ProjectsiLab 1.1 Feature Detection'Pre-Built x64 Binaries with Cpp Runtime\Prop...
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9. Run ImproperintelSGXDetection, and then note the application output on the screen.

B 7 C\Users\Intel\Documents\Visual Studio 20154Projects\Lab 1.1 Feature Detection\,Pre-Built x64 Bina

10. Run NolntelSGXDetection, and then note the application output on the screen.

B | ChUsers\Intel\Documents\Visual Studio 2015\Projects\Lab 1.1 Feature Detection\,Pre-Built x64 Bi

11. Restart the system.

12. Re-enter the BIOS configuration screen.

13. In the Intel® SGX™ Enable pane on the right, select Enabled.

Exit the BIOS configuration screen and let the system fully boot to continue.
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Task 1.2: Intel SGX AESM Service

In this lab, we will determine if the Intel SGX Application Enclave Services
Manager (AESM) service is running from within the service-management

console.

Lab
Objective

Successful installation of the Intel SGX PSW on Intel SGX—enabled
137206158 hardware should result in the Intel SGX AESM service running. Refer to the

Tip Intel SGX Installation Guide for additional information regarding
prerequisites.

1. Launch the Start menu.
2. Type services.msc, and then press Enter to launch the service-management console.

= D More v
Best match

Services
Desktop app

hv

Apps

% Component Services

services.mscl
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https://software.intel.com/sites/default/files/managed/df/4d/Intel-SGX-SDK-Installation-Guide-for-Windows-OS.pdf

3. Scroll down to Intel® SGX AESM.
4. Double-click to view the service's settings.

G Services

File Action View Help

Intel ® SGX AESM Properties (Local Computer) X

General |ogOn Recovery Dependencies
Service name:  AESMService
Display name:  Intel® SGX AESM

Description:

The system services managemerd agert for Intel®
Software Guard Edensions enabled appications.

Path to executable:
“C\Program Files'ntel SWibin'ub4'\Release'aesm_service exe’

Satptpe | Auomatic (Delayed Start) ~

Senvice status:  Running
‘You can specify the start paramaters that apply when you start the sarvice
from here.

Stat parameler

o] (o |

Leg On As

.. Local System
. Local System

Local System
Local System
Local System
Local System

.. Local System

Local System
Lecal System
Local System
Local System

MNetwork Servict
Network Servict

Local Service
Local System
Local System

. Local System

Local System
Local Sysum

e | mMEGE= Hm » = nw
o Senices (oaa) [T senices (o
Intel® SGX AESM Mame -
G 1E) Intel(R) Dynamic Appli
prizeiten E Intel{R) HD Graphics C
Rl G Sacioes 0, Intel(R) PROSet/Wirele
G Intel(R) PROSet/ Wirele|
%::uinﬁwm(ﬁ LI G Intel(R) PROSet/Wirele|
agmmm' Software g::lrd ‘Q Intel(R) Wii Software
Extensions enabled applications. £ Intel® SGX AESM
£ IntelUSBoverlP
@lﬂtﬂlﬂi\re Services De
:Q Internet Connection 5H
1P Helper
), IPsec Policy Agent
£, KtmRm for Distributed|
€} Link-Layer Topology D|
& Local Session Manager
£ McAfee Framework Sel
€ McAfee McShield
Gl McAfee Task Manager
{6l McAfee Validation Trug
<
Extended (Siandord/
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Task 1.3: Testing for Intel SGX Support

Lab

Objective

and fail gracefully.

In this lab, we will run precompiled examples that demonstrate why Intel
SGX applications must be written to properly detect Intel SGX hardware

Run the following tasks from a laptop or desktop that does not support Intel SGX.

1. From the lab package, open Labs\Lab 1.1 Feature Detection\Pre-Build x64
Binaries with Cpp Runtime into Visual Studio. Copy the executables to a computer
that does not support Intel SGX (these binaries will require the Microsoft Visual C++

Redistributable package, included in the directory).
2. Run ImproperintelSGXDetection.exe.

[Ep i -
5 Mew item

| = | F:\Lab 1Feature Detection
“ Home Share View
™
Pin to Quick Delete Mew
access @ folder
Clipboard Organize Mew
&« v » ThisPC » DELL_256(F) » Lab 1 Feature Detection
~
O Maww Date modified
3 Quick access
2| Enclave.signed.dil 10/25/2016 1:18 PM
e Creative Cloud Files [85] ImproperintelSGXDetection.exe 10/25 5

| mswep120d.dll

| mswer120d.dil

4@ OneDrive 85 NolntelSGXDetection.exe
[ ProperintelSGXDetection.exe

£2 Dropbox

[ This PC

¥ Network

Application Tools

Share View Manage

w| Copy path
. R Move Copy  Delete Rename New

B/ ImproperintelSGXDetection.exe

ImproperintelSGXDetection.exe has stopped
working

A problem caused the program to stop working correctly.
Windows will close the program and netify you if a solution is
available,

Close program
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T | Easy access =

Type

Applic
Applic
Applic
Applic
Applic
Applic

o Cut | x -I‘ B Mew item ~
=| | ] -

T | Easy access ~

- FH setect al
& Select none
Properties . o .
- £ History 55 Invert selection
Open Select
v
Size
ation extens... 66 KB
ation T3 KB
ation extens.. 797 KB
ation extens... 1,782 KB
ation 69 KB
ation 3 KB
[E open - CE Select all
M
Select none
Properties

& History J‘J Invert selection
Select

66 KB
T8 KB
797 KB
1,782 KB
69 KB
24 KB
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Because Intel SGX was not detected on the machine, the application will
crash. Intel SGX detection code is in the application; however, it was
written in a way in which it does not exit gracefully.

3. Run NolntelSGXDetection.exe.

| = | Application Tools

m Home Share Yiew Manage

o Cut x I {7 New item = 5| Open = - Select all
<‘]:I - —4 v
w.| Copy path

| Easy access * = Select none
Move Copy Delete Rename Mew Properties X .
£7) History 1o Invert selection

Copy

len Select

b6 KB

B NolntelSGXDetection.exe x 73 KB
. . 797 KB
NolntelSGXDetection.exe has stopped working S
A problem caused the program to stop working correctly. 69 KB
Windows will close the pregram and netify you if a solution is a4 KB

available.

Close program

Because Intel SGX detection was not implemented, the application
executed Intel SGX function calls without Intel SGX support. As a result,
the application will crash without exiting gracefully.

Intel® SGX Roadshow Hands-on Lab PROIA

M

Ul

i)
oo



4. Run ProperintelSGXDetection.exe.

| ¥ = | Application Tools
m Home Share View Manage
& Cut x I {1 New item - =] Open ~ Select all
w-| Copy path <::I T | Easy access ~ - Select none
Copy Maove Copy Delete Rename MNew Properties
47 History Invert selection

B F\Lab 1 Feature Detection'\ProperintelSGXDetection.exe — O =

Select

66 KB
TBKB
797 KB
1,782 KB
EOKE
24 KB

By providing multiple code paths, the
application was able to fail gracefully when
it was unable to detect Intel SGX. As a
result, the application is able to handle the
error and report the issue without a crash.
Run the following from a laptop or desktop that supports Intel SGX.

1. Browse to Labs\Lab 1.1 Feature Detection\Pre-Build x64 Binaries with Cpp

Runtime.
2. Run ProperintelSGXDetection.exe.

= Application Tools

“ Home Share View Manage

« v » Intel SGX Developer Class * Lab 1 Feature Detection v D

B ' ChUsers\Intel\Desktop\intel SGX Developer Class\Lab 1 Feature Detection\ProperintelSGXDetection.exe [m] x

Notice that Intel SGX support was detected, Intel SGX ECALL and OCALL
functions were executed successfully, and the functions were reported to
the end user.

M
|
i)
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Because we're now running the Intel SGX detection examples on an Intel
SGX-capable and enabled device, there is no need to run
ImproperintelSGXDetection.exe or NolntelSGXDetection.exe—they
will execute successfully regardless of proper detection.

Intel provides a detailed article and code samples for Intel SGX detection.
Refer to the “Properly Detecting Intel® Software Guard Extensions in Your
Applications” article for details.

DEVELOPER

Tip
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Task 1.4: Review of Intel SGX Support

Lab In this lab, we will review and learn about key Intel SGX—detection

Objective

1. Launch Visual Studio 2013.

2. Click Open Project.

3. Browse to Labs\Lab 1.1 Feature Detection.

D¢ start Page - Microsoft Visual Studio

FILE EDIT VIEW DEEUG TEAM  TOOLS

ANALYZE  WINDOW  HELP

function calls used in the ProperintelSGXDetection project.

o B-e I = = | P oAttach.. ~ Bz
': Start Page = X
i
o [
- Profe »J Open Project
& = v P Desktop * Intel SGX HOL v O  Search Intel-SGX-HOL
: Crganize - New folder i |
Start
i P % This PC Pama
i Bad Enclave Example
Open Pr w Desktop 4
s Basic EDL AFTER
Open fro & Docurrients Basic EDL BEFORE
+ Downloads Debugging
2 Music Feature Detection i
Recent = Pictures File Encrypter Pre-Built Binary 12/15/2016 %5
& Videns
File name: All Project Files (*.sln;*.dsw;* vev
Error List | Open Canced
Description File Line Column Project

Error List Reiig

4. Select IntelSGXDetection.sIn, and then click Open.
5. Expand Application Project > ProperintelSGXDetection > Source Files.
6. Select ProperintelSGXDetection.cpp.
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7. Go to the platform_supports_sgx function. This function checks if the hardware
supports Intel SGX.

M IntelSGXDetection - Microsoft Visual Studic nch (Ctrl+Q) Pla B X
FILE EDIT VIEW PROJECT BUILD DEBUG TEAM TOOLS TEST ANALYZE  WINDOW HELP John Karwoski ~ LS
" ©-0|B-2 M| DT -] P Local Windows Debugger = (' = Debug - ||x64 - BA_iwmfi| x| .,

ProperintelSGXDetection.cpp & X

~ | Solution Explorer

] ProperintelSGXDetection - (Global Scope) 1@ platform_supports_sge{UINT * sgx_sup| = - | o -
T -l (Global scopey 19 piatorm supports srUNT - sgx sup @l o-28B o &
82 ¥  platform_supports_sgx X - -': search Solutian Explorer (Cirl+ p-
&3 =int platform_supports_sgx(lUINT *sgx t)] Aa Bl & Current Document ¥ (] Generated Files -

84 { = B ;¥ Header Files

85 sgx_status_t rv;
86 int psw_status; s Resource. e
87 fevice status t sgx_device_status; 4 il Souree Files
EE] iCE h_urts, h_service; E ) Enclave.ed|
89 co_t p_sgx_enable_device = NULL; P *+ Enclaveinterface.cpp
ag P *+ ProperintelSGXDetection.cpp
a *spx_support = ST_SGX_UNSUPPORTED; *+ srdafecpp
[ B ReadMe.ta

ff Check for the PSW README txt

b Enclave Project =

if ((psw_status = is_psw installed(&h_urts, 8h_service)) 1= 1) {
int rv;

Solution Explorer RERTINSHRTES

Properties
platform_supports_sgx VCCodeFunction
R
X - 0 Errors {0 Warning Search Error Lis 1C++ -
Description Column Project (Name) platform_supports_sgx
Fil chusers\intel\desktophintel-
platform_supports sgx

Error List

IsDefault

False
IsDelete False
IsFinal False
sl False =

Errer List eitaiis

Find “platform_supports_s

8. Go to psw_status. This function checks if the PSW exists and returns a value of
True or False.
bq IntelSGXDetection - Microsoft Visual Studio Y7 () Quick Launch

FILE EDIT  VIEW PROJECT BUILD DEBUG TEAM TOOLS TEST  ANALYZE  WINDOW HELP
Q- B2 W = -| P Local Windows Debugger ~ * Debug =~ x64 < M _im

1]
[t
} |

ProperintelSGXDetection.cpp & X

[ ProperintelSGXDetection 'ﬂ (Global Scope)
R sgx_enable device t p_sgx_enable_device = NULL;
¥ psw_status -

*sgx_support = ST_SGX_UNSUPPORTED; . Aa BB & Current Document

/f Check for the r’SI.JI

Xog|oo]

if ((psw_status = is psw_installed(&h _urts, & service)) 1= 1) {
int rv;

if (psw_status == -1) {
wecout << L"Can't determine whether or not the Platform Software is installed. Aborting.
rv = @;

<< endl;

+

else if (psw_status == @) {
// Need to install the PSW
wcout << L"Platform Software not installed."” << endl;
rv = 1;

}

if (h_urts != NULL) FreeLibrary(h_urts);
if (h_service != NULL) FreeLibrary(h service);

return rv;

}

*sgx_support = ST_SGX_CAPABLE;
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9. Go tois_psw_installed. This function attempts to load the PSW-required dynamic-link
libraries (DLLs).

ﬂ IntelSGXDetection - Microsoft Visual Studio Y7 03 uick Launch (Ctri+Q)

FILE EDIT WVIEW PROJECT BUILD DEBUG  TEAM TOOLS TEST ANALYZE WINDOW  HELP

e~ i IRl - = & = | P Local Windows Debugger ~ ) ~ |Debug ~| | x64 - A _im =% A =

ProperintelSGXDetectioncpp & *
% ProperintelSGXDetection '” (Global Scope) '”G) is_psw_installed{HINSTANCE * h_urts, HINSTA ~
164 £
i i X v =i sarch Solutior
165 // Is the PSW (Platform Scftware) installed? ¥ Is_psw.installed  [J] Search Solution
16 — =Bgcument " b0 Genef
16] int fs psw installed(HINSTANCE *h_urts, HINSTANCE *h_service) b o Head
t? { 77 Reso
’ . 4 Gls
17 TCHAR *systemdir; qurc
17 UINT rv, sz; - d
17 *h urts = *h service = NULL; +
17 B+ P
174 = /I Get the system directory path. Start by finding out how much space we need * st
17 f/ to hold it. y B Rear
17
17 sz = GetSystemDirectory(NULL, ©); Solution Expl...
L if (sz == 0) {,, . . . " Properties
17 weerr << L"Could not determine Windows system directory.” << endl; "
18 return -1; is_psw_installed
18 } o S| M
18 CC++
18 systemdir = new _TCHAR[sz + 1]; (Name)
18 rv = GetSystemDirectory(systemdir, sz); ile
18 if (rv == 8 || rv > s2) { FullName
18 weerr << L"Could not determine Windows system directory.” << endl; IsDefault
return -1; C++

Find “is_psw_installed", Current Dacument

10. Go to the LoadLibrary functions. These functions load the DLLs. If they return NULL, the
PSW is not installed and enclaves cannot run. The sgx_uae_service.dll and sgx_urts.dll
DLLs are required in order to run enclaves.

B IntelSGXDetection - Microsoft Visual Studio Y7 BJ quick Launch (
FILE EDIT WIEW PROJECT BUILD DEBUG TEAM TOOLS TEST AMALYZE WINDOW  HELP
B - B B2 e = O = | P Local Windows Debugger = = |Debug = | x64 - A it =% A L
ProperintelSGXDetection.cpp #® X
® ProperintelSGXDetection -1 (Global Scope) -l
— 196 | return -1; o . F— % -1
; S5 } v LoadLibrary X
198 . Aa H & cCurent Document =
199 delete systemdir; // Mo longer need this
2ee Re:
E sq
201 // Need to be able to load both of these DLLs from the System directory. i Sou
202 T
283 if ((*h_service = LoadLibrary( T("sgx_uae_service.dll"))) == NULL) { & g
204 // Unable to load DLL S E
285 return @; LA
206 } *+ 5
287 B Rear
208 if ((*h_urts = Leadlibrary(_T("sgx_urts.dl1")}) == NULL) { ] ;
289 FreeLibrary(*h service); Solution Expl...
218 *h service = NULL; Bope e
211 // Unable to load DLI Fartes
212 return 8; ——
213 } o zb &
214 // Success loading both DLLs
215 return 1;
216 |}
217 4
—

Errar List  Output

Find “LoadLibrary", Current Document Ln 217
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11. Go to the p_sgx_enable_device function. This function attempts to enable Intel SGX if
it's currently disabled.

Dq IntelSGXDetection - Microsoft Visual Studio Y7 LI Quick Launch (Ctrl+
FILE EDIT VIEW PROJECT BUILD DEBUG TEAM TOOLS TEST ANALYZE WINDOW  HELP
[ B-2 8o = =

P Local Windows Debugger = = |Debug = |x64 ~ M_ =73 N

ProperintelSGXDetection.cpp # X

] ProperintelSGXDetection 'H (Global Scape) "“ @ platform_supports_sgx(UINT * sgx_support) =

109 if (h_service != NULL) FreeLibrary(h_service);
116 - ) y(h_ ) ¥  p_sgx_enable_device SR 4

.
e

111 return rv; " Aa EH J* Cument Document =
112 }

113

114 *sgx support = ST_SGX_CAPABLE;
115

116 // Try to enable SGX

117
118 p_sgx_enable device = (sgx_enable device t)GetProcAddress(h_service, "sgx_enable_device");
119 rv = p_sgx _enable device(&sgx device status);

128
121 // Free up these libraries

122

123 if (h_urts I= NULL) FreeLibrary(h_urts});

124 if (h_service != NULL) FreelLibrary(h_service);

125

126 if (rv 1= SGX_SUCCESS) {

127 switch (rv) {

128 case SGX_ERROR_SERVICE_UNAVAILABLE:

129 weout << L"The AE service did not respond. Make sure the ‘Intel® SGX AESM' service is runr

138 return @; FullMar
131 case SGX_ERROR_HYPERV_ENABLED: IsDefau]
132 wcout << L"This version of Windows 18 is incompatible with Hyper-V. Disable Hyper-V and tr C++
33 return 1;| o

100 % =

Error List Output

Find “p_sgx_enable_device®, Current Document

12. Go to the sgx_device_status function. This function will check if Intel SGX is enabled on
the device.

04 intelsGXDetection - Microsoft Visual Studio Y7 G quick Launch (Cul+Q)
FILE EDIT VIEW PROJECT BUILD DEBUG TEAM TOOLS TEST ANALYZE WINDOW  HELP
B - I | B-2 W f | - = | P Local Windows Debugger = * |Debug ~|  x64 - ¥ =' 1S =% A =

ProperintelSGXDetection.cpp & X

!_" ] ProperintelSGXDetection 'u (Global Scope) -HG} platform_supports_sge(UINT * sqx_support) = @ ko)
} TP ¥ sgx device status R = pew— Ex)
5 ¥ ., Aa B % Current Document - b = Genera
P 55 Headen
/f If SGX isn't enabled vet, perform the software opt-infenable. R
- WES0ur
” 4 [ Source
if (spgx_device status != SGX_EMABLED) { £
switch (sgx_device status) { b+ -
case SGX_DISABLED REBOOT REQUIRED: Enc
[/ Notify the user that they will need to reboot their system. b+ Pro
*sgx_support |= ST_SGX_REBOOT_REQUIRED; *+ stdz
break; B Rearihd
4
case SGX_DISABLED LEGACY 0S: >
*sgx_support |= ST_SGX_BIOS ENABLE_REQUIRED; Solution Expl...

break;
case SGX_DISABLED:
// For completeness. We wouldn't actually get this far if S5GX were disabled. — :!‘_’ﬁom‘ support:
break; HE- T
1 = C++
(Mame)
157 return 1; File
158 } FullName
159 IsDefault
160 #sgx_support |= ST_SGX_ENABLED; Cst
161 b
100% ~ 4 b

Error List  Output

Find "sgx_device_status”, Current Document Ln 161
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Refer to the proper Intel SGX detection and multiple code paths within
your Intel SGX application articles for more information.
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Task 1.5: Don’t Compile Secrets into Enclave DLLs

Lab In this lab, we will learn why it's critical that you don't compile secrets into
(o] JIT4/\7- B your enclaves.

1. Launch a hex editor application (HxD is shown).
Select File > Open.
Browse to Labs\Lab 1.5 Bad Enclave Example in the lab package.

> won

Open BadEnclave.signed.dll.

o) HxD =

File Edit Search View Analysis Extras Window ™ Open *

A@~b|eBiciw [ ans Lookin: | | Bad Enclave Example @ #e @

' [ Name Date modified Type

4 |7 BadEnclave.signed.dil 12/9/2016 10:58 AM  Applicatic
12/9/201610:58 AM  Text Docu

An enclave is built and loaded as a Windows® DLL or a shared-object (SO)
library in Unix®. The enclave file can be disassembled; as a result, the
algorithms used by the enclave developer will not remain secret.
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1.

Search for Don’t. This shows the secret that was compiled in the DLL.

10 HxD - [C\Users\Intel\Desktop\Intel-SGX-HOL\Bad Enclave Example\BadEnclave signed.dill) = %
i) File Edit Search View Analysis Extras Window 7 2 X
DR~k @@B i1 [ ans Mlinee [
) BadEnclavesigned.dil
Cffsec(h) 00 01 02 03 04 05 06 07 OB 09 OA OB OC OD OE OF o)
0000A190 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ...cveversnnnnns
OO00OAR1A0 00 00 00 OO0 00 OO0 OO0 OO0 OO0 OO0 00 OO0 00 00 00 00 ..ccvsososcassse
0O000A1BO 00 OO0 00 OO0 OO0 00 OO 00 00 OO0 O0 OO0 00 00 00 00 ...covuvrecnmnns
0000A1CO 00 00 00 00 OC OO0 OO0 00 00 00 OO0 00 00 00 00 00 ..cesssnssnssasns
O000A1DO OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO OO0 OO0 00 00 00 00 ..ccicvciccananna
0000ALED 0000 00 00 00 00 00 00 00 00 00 00 00 00 .00 00
O0O00A1FO] 00 00 00 OO0 00 OD OO0 OO OO0 OO0 00 OO0 00 00 00 00 ..icsssssacsasss
0000A200 20 €3 6F 6D 70 69 6C €5 20 73 65 compile se
0000A210] 63 72 65 74 73 20 69 6E 74 6F 20 65 6E 63 6C 61 crets into encla
0000A220] 7€ €5 72 00 01 00 OO0 00 BO &5 00 10 00 00 00 00 wves..... b o ST
0000A230| 00 00 00 00 OO0 00 OO0 00 00 00 OO0 00 00 00 00 00  .....c.oocueouaos
O000A240 00 00 00 OO0 00 OO0 00 OO0 OO0 O0 OO0 OD D0 00 00 00 ..sasvssssssasssns
0000A250 00 00 00 OO0 OO0 OO0 OO0 OO0 OO0 OO0 O0 OO0 00 00 00 00 ...covvcsccssnse
0000A260 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 ...cvvversnnnnns
O000A270 00 OO0 00 OD0 00 OO0 OO0 OO0 OO0 OO0 OO0 OD 00 00 00 00 ..ccvsvssccvsnse
0000A280 ©0O0 00 00 OO0 OO0 00 OO0 00 OO0 00 OD 00 00 00 00 00 ...ccccscscscnse
0000A290 00 00 00 00 OO0 OO0 00 OO0 00 00 OO0 00 00 00 00 00 ..cvvssssssssasns
O000A2R0 OO0 00 00 O0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 00 00 00 00 ..ccocvciccnanss
0000A2BO 00 00 00 00 OO0 00 00 OO0 OO0 00 OO0 00 00 00 00 00 ...evevevsnnnnns
0000A2CO 00 00 00 00 OO0 OO0 00 00 OO0 OO0 00 00 00 00 00 00 ....vcevcuscacas v
Offset: A200 Block: A200-A204 Length: 5 Overwrite
Because the secret was compiled into the enclave DLL file, it's easily
found. This is unsecure, and the secret is not safe.
To secure your secret, remember these steps:
1. Write the enclave application without secrets.
DEVELOPER TIP 2. Get the enclave application signed and bound to a CPU.
3. Provision secrets from a trusted remote client.
4. Run the enclave program in the CPU for trusted execution.
Intel® SGX Roadshow Hands-on Lab O PROWESS 17




Task 2: Introduction to Intel SGX Applications

Task 2.1: Create a Console-Application Project

Lab

Objective

1.
2.
3.
4.

Click New Project.
Select Visual C+ +.

5q s

Launch Visual Studio.

Select Win32 Console Application.

£ | Quick Launch (Cirl+ @) P

File Edit View Debug 7 New Project

B-a W | b Recent

CansoleApp

R e
i
g 4 Templates
2 H H b Visual CF
¢ Visual Studif
¥ Visual Basic
% Visual F#
a 4 Visual C++
Start Windows
ATL
€LR
Open Project
Ganeral
Open from Source Conl e
Test
Win3z
Recent Cross Platform
Basic EDL File Encrypter! Extensibility
ConsoleApp Eyi
Encl b JavaScript
Enclave =
i b TypeScript
Output I Came
utpLs
B Build Accelerator
Show output from;
v Online
Hame:
Location:

Solution name:

Error List | Output

MET Framewask 452 = Sortby: Default

s
E_‘| Intel ® SGX Enclave Project

m Win32 Consale Application

-

EEJ MFC Application

Win32 Project

B iy project
+

L‘:l ] Makefile Project

Click bere 19 go online and find templates

chusersiinteldocumentsivisual stedio 2015 Projects

ConsoleApp

5. Name the application ConsoleApp.
6. Accept the Win32 Application Wizard default settings.
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In this lab, we will spend just a moment to create a simple Win32 console
application. We can make sure Visual Studio is installed and configured
before we continue on to more complex activities.
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Dq Start Page - Microsoft Visual Studio

File Edit View Debug Team Tools Test

B-aad 2-C-

Window  Help
P Amach. - B .

Analyze

F sxifioe = U Win32 Application Wizard - ConsoleApp
i Visual Studio B Appication Settings
g -
g
Start Overview Appication type:
() Windaws appication
Applcation
8 e S (®) Cansole applcation
Open Project... (9]0
Open from Source Control () Static Worary
Addltional options:
[ Empty project
Recent W5 Fnpart oyt
Precompled header

Basic EDL File Encrypter
ConsoleApp
Enclave

Output

Show output from:

9 Quick Launch {Cerl+ () P o B ax

Add cormmon header fies for:

Oan
[ e

[] Security Development Ufecyde (SOL)
checks

| Solution Explorer

&

Error List | Output

Solution Ex_.  Team Explor.. Class View

7. Click Finish.

8. Under #include “stdafx.h”, enter the following lines to reference the class and

namespace:

9. Above return 0;, enter the following:

#include <iostream>
using namespace std;

A d@s)e -0 cout << "Hello World";

bq ConsaleApp - Micrasot Visual Stidic

n & Cuick Launch (Crl+ Q) P - B x

Error List | Quiput
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File Edit View Project Buld Debug Team Tooks Test Anabze  Window  Help signin [
Q- Bl e D Debug - xB6 = P Local Windows Debugger = 2% _ Mo 11 A _
; &l Consaletpp = (Global Scope) - % & B-58F o
% 1 E// ConsoleApp.cpp : Defines the entry point for the console application. ol b Sohstion Ecelorer 1 p-
4 2 f o | Search Solution Explorer .
= 3 R Sotution “ConsaleApg’ (1 project)
2 4  Erinclude "stdafx.h” 4[4 consolepp
g 5 #include <iostreams I b *8 References
[ using namespace std; b ¥E External Dependencies
7 i 4 .l Header Files
g8 =int main() B stdafch
9 { T B targetverh
1] cout << "Hello World"; #8 Resource Files
1 return @; 4 . Source Files
12 } P *+ ConsoleApp.cpp
i3 : * stdabicpp
14 [ B ReadMe.txt
Solution B Team Explor,.. Class View
| Properties LA 5
10% - -
)
Output w3 | 1 Ol
Show autput from: -
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10. Save the application.
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Task 2.2: Create an Enclave-Application Project

Lab
project.

Objective

Launch Visual Studio, if it is not already running.
Click File > New > Project.

Select Visual C+ +.

Select Intel® SGX Enclave Project.

Hwn =

File  Edit  View Debug  Tean new project
0.0
Lt W P Recent MET Framewark 4.5 = Sotby: Default
w
5 4 Instalied :
3 Intel ® SGX Enclave Project
) 4 Templates o
) b Visual C# Bl wins2 console Application
F b Visual Basic —tr
§:. Visual F# EEJ MFC Application
L 4 Visual C++ a5
Windows Win32 Project
ATL g
e b\l Empty Project
it
Genenl B Makefle Project
MFC
Test
Win32
Cross Platferm
Extensibifity
Pythan
b JavaScript
| I TypeScript
Cutput 1 Game
Shiw oDipot from: Build Accelerator o
ook Click here 1o go onling and find templates
Name: Enclave
Location: chusersiintehdocuments'yisual studio 2015\Projects

Solution name: Enclave

Error List | Output

Name the application Enclave.

Select Enclave as the project type, and then click Finish.

®© N o w

Save the project.
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a‘—‘ Quitk Laurch (Ctrl+Q) P o n

? e
HE il i y-
Visual C+ + Type: Visual C++
A project for creating an Intel ® SGX

Visual Ce e enclave or enclave library.

Visual C++

Visual C+ »

Visual Cr +

Visual C+ »

Browse...

] Create directory for solution
] Add to Seurce Central

From the Welcome to the Intel® SGX Enclave Project Wizard screen, click Next.
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In this lab, we will quickly demonstrate how to create an Intel SGX enclave
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When an enclave project is created for the first time, you have to choose
either using an already existing signing key or having Visual Studio
automatically generate a key for you. Currently, the evaluation SDK allows
the developer to create and run enclaves using the Debug and Pre-
release profiles.

Enclaves compiled under the Release profile will not work until the
developer completes the production licensing process. If you would like
to deliver a production-quality application using Intel SGX, please contact
the Intel SGX Program at sgx_program@intel.com for more information
about a production license.

After you receive a production license, use the provided key to sign the
enclave.

Follow this link for more information regarding signing key files.

Avoid using spaces in enclave naming conventions; Intel SGX tools and
functions do not support spaces in enclave names.

Yes: my_enclave.edl No: my enclave.edl
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Task 2.3: Add an Enclave Project to the Console-Application Project

In this lab, we will add multiple projects under the same solution,
making our examples closer to real-world development projects.

Lab Objective

Right-click the ConsoleApp solution.

Click Add > Existing Project.

Search for Enclave.vcxproj.

Click Open.

Now both the console application and enclave project are in the same solution file.
Click Save.

ok wnNn =
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Task 2.4: Import an Enclave into the Console-Application Project

vk W=

6. Click Import EDL.
 c p—

Lab Objective

In this lab, we will demonstrate how to import an enclave (.edl file)
from one project to another.

From Visual Studio, click File > Open > Project/Solution.
Open the ConsoleApp project.

Right-click the ConsoleApp application project.

Select Intel® SGX Configuration.

Select Import Enclave.

0 Consoenpp - Microsal Visus! Stuio ¥ o : Pla & %
Fle Edt WView Project Buid  Debug. Team Took  fest. Analye  Window  Help sgnin.
@~ o I Y - = Debug - xB6 = I Local Windows Debugger = | 5%

Soiution Expiorer -8 x

Gle-=0®is-=

(&) Solution ConsaleApp’ (2 projects)

8 Reterences
Rebuid Extemal Dependencies
Ciean b Generated Files

*+ Enclave uc

Wiew v 24
B Enclave_uh

Analy 0
s L Header Files

Project Only Y B sdatxh

Feetarget SEK Version B targetverh

Scope to This 8 Resource Files
v Soures Files
b % Corsolehpponp
O Enclave.dl

N *e sdatxcpp

Class Wizard.

Manage NuGet Packages.

-0

51 a5 Startlip Projec MeApp Poject Praperties

Debug i
Saurce Control 3 5

% cut CirleX e ConsoleApp
" ect Dependencies

t Namespace ConscieApp

Open Fokder in File Exploer

£, import Enclave

Insel® $GX Configuration v
ies the progect name.

Properties

This it PPN previewing

onmoleAps-< Microsalt & Pla & X
Fle Ecit View Project Buid Debug. Team Tools Test. Anahze  Window Help signin F
< - G-0 W | Debug - xB6 = I Local Windows Debugger = | 5 -
1 Soiution Explorer -8 x

Gle-=0®is-=

&) Solution ConsaleApp’ (2 projects)

Imparn Enclave

Include EDLs
This fiedd disginys the EDL files that arn inchuded in the schution ar
nporsed. Select the EDL Sler 1 for curmanl

1] Extemal Dependencies
4 Generated Files

*+ Enclave uc
B Enclave uh
4 . HeaderFiles
B sdstch
B targetvech
8 Resource Fies
4 Lo Source Files
* CorsalsAppeop

project

Search Path Semngs

Specy any addmonal search paths for EDL fles. Soparase muliple
Paths with semicoions

ConsoleApp Project Properties
R -

B Misc

(Mame} ConsoleApp
Preject Dependenties

Root Mamespace ConscieApp

(Name}
Specifies the project name.

WPPON previewing
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7. Locate the Enclave.edl file in the EDL project, and then click Open.

Dq dio ¥ oo . P & x
Fle Ecit View Project Buid Debug. Team Tools Test. Anahze  Window Help sgnin.
@ - o I Y Debug = xB6 = I Local Windows Debugger = | 5%

chehpp - Micn

Solution Expiorer -0 x
Gle-=0®is-=

&) Solution ConsaleApp’ (2 projects)

Visusd Studio 2015 ¥ Projects * Enclave
*+ Enclave uc

B Enclaveuh
Header Files
Enclave T Name Sir B sdstch

- i getverh
e - = £ Resource Fies

& OneDrive Enclave.edi 3Z1/201T 54PN EDLFRe K8 & Source Files

%« CorsoleAppcop

= Mew foider

Sereemshots

8 This ¢
m Desiiop
Docurments
& Downlosds
& Music

& Pictures
Consclefpp Froject Praperties

3

£ Misc

(Name} ConsoleApp
Praject Depenencies

W Videos
. Local Disk ()
v
File name: | Enclavesdl

Root Mamespace ConscieApp

{Name}
Specifies the project name

B - Comaiennp < Microsar fio Y £ o . P B x
File  Ecit View Project BSuid Debug. Team Tools  Test. Analyze  Window  Heip signin F
Q- G- N Debug = %86 = I Local Windows Debugges = | 54 _
Solution Expiorer -8 x
W o-2 R p-
e Bkl s 5-

&) Solution ConsaleApp’ (2 projects)

Imparn Enclave

Include EDLs

This fiedd disginys the EDL files that arn inchuded in the schution ar
nporsed. Select the EDL Sler 1 for curmanl

4 i Generated Files
*+ Enclave ut
B Enclave uh

4 . HeaderFiles

project

| Enciava.od!

[=]Endave edl

4 . SourceFiles
*s CorgoleApprpp
Y Enclave.cdl

Search Path Semngs

Specty any addmonal search paths for EDL fles. Soparate muliple
Paths with semicoions

ConsoleApp Project Praperties
-

(Name} ConsoleApp
iject Dependencies

Root Mamespace ConscieApp

(Name}
Specifies the project name.

Additional information regarding importing enclaves into your
application can be found in this article.
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Task 2.5: Add a Trusted Call to an Enclave Project

Lab In this lab, we will add a trusted call to our enclave project, compile the

Objective

1. From the Enclave project, open Enclave.edl.

0] Consolennp - Micrasoft Visus! Studio
Eile  Ecit  Yiew Project fHuwid  Debug  Team  Toois
-0 F-0RP = 55 =] Debugy - %86

from "sgx_tstde,edl” fmport *;

trusted {
/* define ECALLs here. */

b

untrusted {
i* define OCALLS here. *f

b
b

Teit  Agale  Yiedow  Hep
P Local Windows Debugges = | # -

public void foo{fout, sizeslen] char® buf, size_t len)

2. Enter the following sample trusted call:

AN eels -0 public void foo([out, size=len] char* buf,

3. Right-click Enclave.edl, and then select Compile.

0] Consoleapp - Microsof Visusl Studio
File Edit WView Project BSwid  Debug. Team Tooks
G o G-t WY -7 - Do - e

enclave {
from “sgx_tstde,edl” mport ¥,

trusted {
/* define ECALLs here. */

L
wntrusted {
/* define OCALLs hore. *f
1
12 b
3
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Test  Analyzn  Window  Help
= I Local Windows Debugger = | 5 -

public vold feo{[out, sizeslen] char® buf, size_t len)

Open
Open With

Compile

Scope to This

New Saolution Explorer View
Extluda From Project

Cut

Copy

Remave

Fename

Properties

Enclave.edl, and review the auto-generated wrapper and header files.

Heo@lo-50@is-=

) Sohaion Tonsaledpp’ 2 projects)
b % Consolefpp
4 (% Enclave
b 8 References
13 Exterral Dependencies
B g Generated Files
24 Header Files
B o Resource Files
4 [ Source Files
*s Enclave.cpp
[ Enclave.sd]
B ReadMe.na

Scaution Expio. [N

size_t len);

PN
sgnin.

4 Publish «

¥ &#oo Ala B ox

sgnin.

Ml Soiution Expioner Box
cldle-s0R p-

&7 Solution ConsaleApp’ 12 projects)
b % Consolefpp
=4 4 & Enclave
b 8 References
13 Exterral Dependencies
b o Genensted Files
8 Header Files
b = Resource Filet
4 Source Files
*s_Enclave.cpp
[ Erciaveedl

Ciri+F7
Seiution Explo._ [RESU
CirleX
Cirls
Del
Enclaveed!
Talse
AltEnter | Dotunent
Inciuded In Project True
Relstive Path Enclaveed!

(Name}
Marmes the file object.

PROWESS | 26

Explores Class View




4. Go to Generated Files > Enclave_t.c. This is the auto-generated wrapper function file. Do
not modify this file by hand because it is recreated with each build. This also contains the

function definitions for the trusted proxies and bridges.

0] Consolennp - Micrasoft Visus! Studio

File  Ecit  Yiew Project Hwid Debug. Team Joos Test Apabze  Wiedow  Heip

-0 |F-CRP Debwg = %86 = b Local Windows Debugges = | 34 _ n A
) Encave -1 iGional Scope) -1
is_outside_enclave "/
CHECK_REF_POINTER(ptr, siz) do { \
i (1{pte) |1 ! sgx_is_outside lave({ptr), (siz))) A
n return SGX_ERAO A ETER;Y
13 } while (@)
1" ndi CHECK_UNTQUE_POTNTER(ptr, siz) da { \
if {(ptr) B& | sgx_is_ou le_enclave((ptr), (siz})} A\
return SGX_ERROR_TNVALTD PARAMETER;Y
} while (@)
0 typedef struct =i_foo b {
1 ehar® ms_buf;
t ms_len;
Vi t:
typedef struct =i_ig= puidex_t {
int* as_cpuinfa;
100 % i
Output
Show output from:  Build - E|w
13- Build started: Project: Enclsve, Configueation: Debug Winll2 -..-.
13 Creating proxy/Bridge routines
---------- Suild: 1 swcceeded, 8 falled, @ up-to-date, @ skipped sesssssses

Ervor List [atiany

Signin

x

2]

B Soiution Expiorer

D B-SFH op-

|+ % -

) Solution TomsaleApy (2 projects)
b % Consolefpp
4 ) Enclave

B o8 References

1]

B Enclave th
Haader Files.

B Resource Fes
4 o Source Files
*+ Enclavecpp
O Enclavesdi
B ReadMe.xt

Sgiution Expio.

Enclave e File Propeeties

3
"= mise
(Name} Enclave Le
MRl  Content False
Fite Type C/Ces Code
Inchuded In Preject True
Foctative Path Enclave_tc
(Name)

Names the file object

5. Select Enclave_t.h. This is an auto-generated header file for the wrapper functions. This
also contains the prototype declarations for the trusted proxies and bridges.

0] Consolennp - Micrasoft Visus! Studio
Fle Eoit  Yiew Project Huid Debug  Team  Jooks
e

Tet  Apahyae  Wimdow  Hep
= I Local Windows Debugger = | 38 _ n =

M) Enclave -1 iGional Scope) -1
1 . ENCLAVE T H__
ENCLAVE T _H

SGX_CAST(type, item) ((type)(item))

__eplusplus
1 void foolchar® buf, size t len);
13 t SEX_COECL sgx_oc_cpuidex(int tol[d], int lesf, int sublost);
0 t SGK_COECL sgx_thread wait_untrusted event_ocall(int* » const void®
1 t SGX_CDECL sgx_thresd_set_untrusted_svent_ocall(ine® . const veld®
t SEX_COECL sgx_thread_setwait untrusted_events_ocall{int® o const woid® const woid®
t SGX_COECL sge_thread_set_sultiple_untrusted_svents_ccall{int® al, const void*® tars,
{ _eplusplus
100% - 4
Output
Show output from:  Build - E|w
13- Build started: Project: Enclave, Configuration: Debug WiA32 -----
13 Creating proxy/bridge routines
---------- Bulld: 1 swcceeded, @ falled, @ up-to-date, O skipped ssessssses

Ervor List [atiany

6. Save the enclave project.
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[

4 Publish =
- F X
snin [

Sofution Explorer

D B-SFH op-

) Solution TomsaleApy (2 projects)
b % Consolefpp
4 ) Enclave
B8 Raferences
1] Extermal Dependencies
4 | Generated Files
*» Enclave Lo
B Enclave_th
Header Files
B S Resource Fdes
4 . Source Files

*+ Enclavecpp
O Enclavesdi
B ReadMe.xt

Sgiution Expio.

Enclave tLh Fiie Properties

3
N G
(Name} Enclave_th
MRl  Content False
Fite Type G Hoader File
Inchuded In Preject True
Foctative Path Enclave_th
(Name)

Names the file object
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Task 2.6: Implement Enclave Functions

Lab In this lab, we will create an enclave and, if successful, provision a secret
(o] JIT4/\7- 0 to the enclave.

1. Open Enclave.cpp.

2. Add the following function code to call the trusted ECALL:

#include <string.h>
void foo(char *buf, size t len)

{

const char *secret = "Hello Enclave!™;
Enter Code if (Ien > strlen(secret))
{

memcpy(buf, secret, strlen(secret) + 1);

}

ﬂ Enclave - Microsoft Visual Studio & Quick Launch [Crl+Q) P o O %
File Edit View Project Buld Debug Team Tools Test Analyze Window Help Sign in E
o - G- B DT - Debug - w86 * P Local Windows Debugger ~ 3 - 5 T M =
@ m Solution Explarer *0BXx
il — o« -5 8 o
2 MlEnclave iGlobal Seope) (ARNCRS A
!:!. i =i#include "Enclave_t.h" s | Search Solution Explorer (Curl+)) 2
] 2 “ 3] solution Enclave’ (2 projects)
= 3 #include “sgx_trts.h” b Consoleapp
& 4 #include <string.h> 4 % Enclave
§- 5 Ewvoid foo(char *buf, size t len) B 8 References
6 { P ¥ External Dependencies
7 const char *secret = "Hello Enclavel"; 4 ol Generated Files
8 B if (len » strlen(secret)) A ++ Enclave te
9 { B Enclave th
18 memcpy(buf, secret, strlen(secret) + 1); +4 Header Files
11 } B Resource Files
12 L} 4 L.l Source Files
13 b *+ Enclavecpp
[ Enclave edl
ReadMe bt
-
Ho% =
Output = * 3 x
Show output from:  Build -t Z &
A3=smcs Build started: Project: Enclave, Configuration: Debug Win32 ------ -
1> Creating proxy/bridge routines
wessssenes Build: 1 succeeded, @ failed, @ up-to-date, @ skipped ssssssssss
Solution x| Team Explor.. Class View
-
Ervor List  Output

3. Expand ConsoleApp > Source Files.
4. Open ConsoleApp.cpp.
5. Add the following before the main() function:

#include <stdio.h>

#include <tchar.h>

#include "'sgx _urts.h"

SN IR 4inciude "Enclave u.h"

#define ENCLAVE FILE _T("enclave.signed.dll™)
#define MAX_BUF_LEN 100

6. Add the following in the main() function:
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Enter Code

sgx_enclave_id_t eid;
sgx_status_t ret
sgx_launch_token_t token
int updated = O;

char buffer[MAX BUF_LEN]

SGX_SUCCESS;
{0}

"Hello World!";

// Create the Enclave with above launch token.
ret = sgx_create_enclave(ENCLAVE FILE, SGX DEBUG FLAG,
&token, &updated,
&eid, NULL);
if (ret '= SGX_SUCCESS) {
printf(""App: error %#x, failed to create enclave.\n",
ret);
return -1;

// A bunch of Enclave calls (ECALL) will happen here.
foo(eid, buffer, MAX BUF _LEN);
printf(""%s", buffer);

// Destroy the enclave when all Enclave calls finished.
iT(SGX_SUCCESS != sgx _destroy_enclave(eid))

return -1;
cin.get();

return 0;

b Enclave - Micrasoft Visual Studio

P - O x

&  Quick Launch [Crl+q)

File Edit View Project Build Debug Team Tocls Test Analyze Window  Help signin 1
o - B M DT - Debug - x86 = P Local Windows Debugger = 24 5 T2 W %%,
w x [ Solution Explarer *0BXx
Cor p* B X Ve CpD -~ &6 Ty - = B
i Bl Consolepp i (lobal Scope) 1 maind " cod -SSR o
E 1 =// ConsoleApp.cpp : Defines the entry point for the console applicatien. o | | Search Solution Explorer (Cul+) P =
] 2 " = &l Solution 'Enclave’ (2 projects)  ~
= 3 | N & Consolepp
i 4 E#include “"stdafx.h" | P 8 References
5 5 | #include <iostream> B ¥E External Dependencies
5 using namespace std; 4 gl Genarated Files
7 E#include <stdio.h> *+ Enclave_uc
8 #include <tchar.h> B Enclave uh

9 #include “sgx_urts.h" B 8 Header Files

18 #include “Enclave_u.h" . 4 Resource Files

11 “tdefine ENCLAVE_FILE _T("enclave.signed.dll") 4 Source Files

12 #define MAX_BUF_LEN 100 = P *+ Consolefppcpp

13 O Enclave.ecl

14 =int main() *+ stdaficpp

15 B Readme b

16 sgx_enclave_id t  eid; 4 % Enclave

17 sgx_status_t ret = SGX_SUCCESS; - b ®8 References
0% = 4 _ 3 B ¥E External Dependencies
P 4 5 Generated Files
Gt B i *+ Enclave_te
Shew output from: | Build - el & E M\ B Enclave_th
A3=smcs Bufld started: Project: Enclave, Configuration: Debug Win32 ------

1> Creating proxy/bridge routines
sssssssnss Build: 1 succeeded, 8 failed, @ up-to-date, @ skipped ssssssssss

Ervor List | Output

- 4 Header Files
B 38 Resource Files
4 5.l Source Files
P %+ Endavecoo =
Solution x| Team Explor... Class View
Ces

7. Change the working directory for the debugger:

a. Right-click ConsoleApp.
b. Select Properties.

c. Select Debugging.
d

Change the Working Directory path to $(Outdir).
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Edit  View Proiect  Build  Dehun

File Team  Toole  Tesr  Analvze  Window  Heln
o - ConscleApp Propeny Pages
w
% Consoled  Configuration:  Active({Debug) Platform:  Active(Win32)
;':a‘ Bl Const 15 petie Det 1o lsunch:
g General
% : Local Windows Debugger
B Debugging
§ WC++ Directories
5 FCIC++ Command S(TargetPath)
S I Linker Command Arguments
I Manifest Tool Wﬂmwin
I XML Document Generator Amch No
I Browse Information Debugger Type At
I Build Events l:nvinonme!wt
1 | FCustom Build Step Merge Envirgnment e
1} | FCustom Build Tool S0L Debugging No
1| | bCode Analysis Amp Default Accelerater WARF software accelerator
1
1
1
1
1
110 %
Output
Show o
13-+
1> Cn
e Warking Directary
The application's working directory. By default, the directory containing the project file.
f oK
I —

& Quick Launch

7 *
Configuration Manager... =
FY
-
»
I
}ox
Cancel Apply

Ervor List  Output

Cirl+ 0 P - O x

sonn ©

@ e-s58F &
Search Solution Explorer (Ctrd+) =
21 Solution ‘Enclave’ {2 projects)  ~
4 % ConsoleApp
. References
b & External Dependencies
4 gl Ganerated Files
++ Enclave ue
B Enclave uh
P 38 Header Files
+8 Resource Files
4 5l Source Files
b %+ ConscleApp.cpp
O Encaveed!
* stdabepp
ReadMe tit
4 % Enclave
B References
B ¥ External Dependencies
4 L Generated Files
*+ Enclave_Lc
B Enclave_th
#9 Header Files
P 8 Resource Files
+= Source Files
P % Endavecoo =
Solution Ex— | Team Explor... Class View
(Mame)

Specifies the praject name.

T+ Publish =

8. Complete step 7 for the enclave application.
9. Compile the console application.

10. Once built successfully, browse to the compiled executable.

D Frctave - Microsoft Visual Studic
File Edit View Project Build Debug Team Tools Test Analyze Window Help
Peo | B-u B YT - Debwg - w86

(Global Scope)

Apglication Tools Debug

Share  View Manage

i * This PC * Documents * Visual Studio 2015 * Projects * Enclave * Debug

2 [ Name Date modified

# Quick access
1 ® ConsoleApp.exe
D cConsoleApp.ilk
& ConsoleApp.pdb
Enclave.dll
8 Enclave.exp
W Enclavelib
8 Enclave.pdb
Enclave signed.dil

m Deskrop

4 Downloads
Docurments

= Pictures
Enclave

Sereenshots
4 OneDrive

= This PC
m Desktop
- Documents
3 Downloads
& Musie
= Pictures o

1item selected 38.0 KB

Error List

| 8items

11. Run the executable and verify the result.

Intel® SGX Roadshow Hands-on Lab

= P Local Windows Debugger » | B9 -

Pla A X

John Karwoski = m

[ PROWESS

Sobution Explorer 3 x
COR|5-%B| p-=

Search Solution E

wplorer (Ctrl+;) P -
31 Solution ‘Enclave’ (2 projects)
Bl Consoleapp
b =8 References
b UL External Dependencies
4 Generated Files
*+ Enclave u.c
B Enclaveuh
Header Files
Resouice Files
Source Files
*+ ConsoleApp.cpp
D Enclave.edl
*+ stdafcpp
B ReadMen
Enclave

| 30




File Edit View

¥ o . Pl
Project Build Debug Team Tools Test Analyze Window Help
-0 H- M

Debug = x86

P Local Windows Debugger =

John Karwoski =

Solution Explorer

@l e~

Errer List o

The application should be fully functional at this point.
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Task 3: Review of Enclave Components

Task 3.1: Run the File-Encrypter Application

Lab

Objective

hands-on lab.

1. Browse to the Intel-SGX-HOL > File Encrypter Pre-Built Binary folder.

In this lab, we will run the file-encrypter application to review the final
product of the application that will be created during the course of this

| s | Labs = x
“ Home Share View N o
<« v 4 * Intel * Documents * Visual Studio 2015 * Projects *> Labs v U Searchlabs R
] Name Date modified Type Size
Advanced EDL 1/10/2017 2:51 PM File folder
Bad Enclave Example 1/5/2017 2:16 PM File folder
Basic EDL 1/10/2017 1:43 PM  File folder
Debugging 1/10/2017 4:05 PM  File folder
Feature Detection 1/10/2017 9:51 AM  File folder
File Encrypter Pre-Built Binary 1/5/2017 2:16 PM File folder
Sealing 1/10/2017 4:05 PM File folder
7items  1item selected S
2. Run the file-encrypter application.
[ s Application Tools  File Encrypter Pre-Built Binary - X
Home Share View Manage ~ o
« v » This PC » Desktop * Intel-SGX-HOL * File Encrypter Pre-Built Binary v O SearchFile .. P
O Name : Date madified Type Size
s Quick access
CryptCore.dll 12/9/2016 10:58 A...  Application extens 267 KB
@ OneDrive - EnclaveCrypto.signed.dll 12/9/2016 10:58 A...  Application extens... 395 KB
& This PC EnclaveWrapper.dil 12/9/2016 10:58 A...  Application extens 70 KB
[/I'®" File Encrypter.exe 12/16/2016 1:47 P...  Application 28 KB
W Network
*§ Homegroup

4 items 1 item selected 28.0 KB
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3. Click Crypt > Set password.

] =
Home

Application Tools

File Encrypter Pre-Built Binary

Share View Manage e
- widy ! File Encrypter — x  [File .. »p
ok File View | Crypt
UICK access
@B | Setpassword... Type  Sie Last Modfied
# OneDrive Decrypt selected Music Directory 9/2/2016 1:39 PM
= This PC Encrypt selected .:&ﬁm ';g:: m:i Ig ::
P (7 Visual Studio 2013 Directory 12/25/2016 12:23 PM
' ; [ Visual Studio 2015 Directory 12/29/2016 12:33 PM
& Homegroup 5] desktopni Fie  OKB 12/16/2016 149PM
@® Encypt O Decnypt Process Selected Flas
4 items 1 item selected 28.0 KB I = =
4. Enter a password.
5. In the directory pane, select the @ Lab Test Files @ folder.
a! File Encrypter - O X
File View Crypt
@[] Documents Name Type  Size Last Modfied
BEERC IS Directory 1/10/2017 1:46 PM
[ My Music Directory 9/2/2016 1:39 PM
[E] My Pictures Directory 9/2/2016 1:39 PM
[E3 My Videos Directory 9/2/2016 1:33 PM
(&7 Visual Studio 2012 Directory 1/10/2017 9:38 AM
[ Visual Studio 2015  Directory 3/16/2017 8:06 PM
[2) desktop ini File 0KB 11/28/2016 10:03 AM
@ Encypt (O Decrypt Process Selected Files
6. Select the file Intel(R) SGX_ Windows SDK_1.7.100.35600.exe.
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! File Encrypter 5 O X
File View Crypt
=-£4 DomeL:bsT o Name Type Size Last Modil
3 est
p % Vot ko 2013 Blbackup Py s
- Visual Studko 2015 B irtel(R)_SGX_Windows_SDK_1.7.100.35600.exe 25 52844KB  1/10/201
N [: PG2003-08.1SO File 696,326 KB 1/10/201
2] testfile b File 3IKB 1/10/201
< >
@ Encypt (O Decrypt l Process Selected Files

7. Click Process Selected Files.
8. Click Crypt > Set password.
9. Enter an incorrect password.
10. Select an encrypted file.

11. Click Decrypt.

12. Click Process Selected Files.

13. Run through the application a few more times to get familiar with the process.
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Task 3.2: Review the File-Encrypter Project

In this lab, before we begin to make changes to the file-encrypter project,
we will review the four projects found in the solution, giving us an
understanding and foundation to build on.

Lab

Objective

1. Launch Visual Studio.
2. Browse to Intel-SGX-HOL > Basic EDL.

¢ s | Labs 5 O X
“ Home Share View N o
¢ v A Intel * Documents * Visual Studio 2015 * Projects > Labs * v O Searchlabs 2

] Name Date modified Type Size
Advanced EDL 1/10/2017 2:51 PM File folder
Bad Enclave Example 1/5/2017 2:16 PM File folder
Basic EDL 1/10/2017 1:43 PM  File folder
Debugging 1/10/2017 4:05 PM  File folder
Feature Detection 1/10/2017 9:51 AM  File folder
File Encrypter Pre-Built Binary 1/5/2017 2:16 PM File folder
Sealing 1/10/2017 4:05 PM File folder
7 items 1 item selected = -

3. Open Basic EDL File Encrypter.sin.
od i 3_—‘ Qu

P - O x

ick Launch [Crl+ Q)

File Edit View Debug Team Tools Test Analyze Window Help Sign in H
B-rame P Amach. = B0 _
g o Solution Explorer roax
H g
.g L i I * This PC * Desktop * Intel-SGX-HOL * Basic EDL BEFORE v U Search Basic EDI RE 2
g
% Organize * Mew folder E- ™ @
2 Intel SGX PSW for Windows v1 ™ pame Date modified Type
F
2 Intel SGX SDK for Windows v1
CrypiCone 1

Intel SGX SDK for Windows v1 Endvetrpio Y

Intel- SGK-HOL EnclavelWrapper 12

Advanced EDL AFTER Fiter Encrypler 1

Advanced EDL BEFORE ipch !

Bad Enclave Example

b4

B Basic EDL File Encrypter.sin

Basic EDL AFTER

Basic EDL BEFORE
v <

File name: Rasic EDL File Encrypter.sin

Microselt Visual 5.

All Project Files (* sln;* dow:* vev -

Open Cancel

Show output from: | Build

Error List  Output

A

Solution Ex

Team Explor... Class View
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4. This solution contains four projects:

a.

File Encrypter: This is the C# graphical user interface (GUI) of the file-encrypter
application. The file-encrypter application talks directly to the CryptCore DLL.
CryptCore: This contains two modules, CryptCore and CryptCoreNative. These
two modules make up the CryptCore DLL and they are responsible for
marshalling code between .NET and native C/C++. The CryptCore DLL talks
directly to the EnclaveWrapper DLL. This module is a mix of managed and
unmanaged code:

i. CryptCore: This is managed C++ code.

ii. CryptCoreNative: This is managed and native C++ code.
EnclaveWrapper: This is 100-percent native C code. The EnclaveWrapper DLL
talks to the enclave, EnclaveCrypto.

EnclaveCrypto: This is 100-percent native C++ code. This is the enclave.

File Encrypter

GUI interface of the application C# executable application

|(—)

CryptCore

CryptCore.cpp

This is managed C++ code
CryptCore.dll is C++ mixed mode

CryptCoreNative.cpp
This is managed and native C++ code

EnclaveWrapper

‘(—)

This is a C/C++ native DLL EnclaveWrapper.dl|

EnclaveCrypto

‘(—)

This is a native G/C++ DLL EnclaveCrypto.signed.dll

Figure 1 Relationship of the File Encrypter, CryptCore, EnclaveWrapper, EnclaveCrypto projects
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Task 3.3: Walkthrough of the Enclave Project’'s Components

Lab In this lab, we will further explore the enclave interfaces and wrapper
(o] JIT4/\T7- 3 functions.

Return to Visual Studio.

Browse to Intel-SGX-HOL > Basic EDL.
Open Basic EDL File Encrypter.sin.
Expand EnclaveCrypto > Source Files.

vk W=

Select EnclaveCrypto.edl. This file is used to set the trusted and untrusted zones of the
enclave interface.

DY B (DL Fa Enenyprer - M A " A Poa B ox
e Edt  Vew DBrejesr  Buld [ i Test  Acabae  findow  Help sgnm H
G-La - ¥ Local Windows Debugger = B _ n
A T O R | e =i
] 7 this notice or aay other Aot 0 - ntel or Intel’s . . .
. fs notice or any other notlce cebedded In Materisls by Intel or Onte + G e-s0E £
E 1 suppliers or licensors in any way. 2
3 1 o g p-
0 Ratencs Files -
e . 4 i Souce Files
trusted
b
#* cefine ECALLS hera. */ ; el cop
) EnclaveCrypio.ed
7 " b % [nclveWrsppercp
g 2 * ----3 LAR EXFRCTSE: ecrypto_set_password(). Fi11 in the brackets [] In the followlng fumction definition ¢----- *e ndatecpp
5 . 4
* This function takes a passwerd 35 3 wehar_t steing and sends 1T §Ato the enclave.
* Since 1t's a wehar_t string It is WULL termlnated. Tn the EDL syntax, you can
* specify “wstring” a3 a parameter to tell the sdge functions hp wlarge the buffer 5.
b 4
public unsigred LAt ecrypto_set_password ([ 1n, wstring | wchar_t *password);
o
» LAB EXERCISE: ecrypto_crypt_initialize{). Fill in the brackets in the following function <
* This function initializes the encryption routines that will run in the enclave. It takes P * Cpiocpp
* three parameters. O EnclaveCryptoedi
* encrypt: an integer that says whether we will be encrypting (1) or decrypting (=8). —
. * xalt: a Th.hute rharacter huffor rontainice a randnm calt for the GOM snervntion, When snrretd ne ¥ Properes -0 %
Wow = 4
3 x mig,
S critpust e - =
Emor List | Dwtput | Conpier Inine Rieport Compller Optimization Aeport

6. Expand DLL > CryptCore > Source Files.

7. Select CryptCoreNative.cpp. This file interfaces with the EnclaveWrapper functions and
allows the transition of the managed code to the unmanaged native C++ code.
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n Basic EDL File Encrypter - Microsoft Visual Studio & Quick Launch (Cul+0) P - o x
File Edit View Project Buld Debug Team Tools Test Analyze Window Help Sign in B
0 - G- < Debug < x64 = P Local Windows Debugger = 3% | 5 =73 M z
g EnclaveCrypto.edl CryptCorecop ™ X _»  Sohution Explorer - v x
o B cypicore <] iGlobal Scope) - ool B-5# o p,':|
;- 98 - : poe s :
3 a1 /7 Dpen our dest file (if it doesn't already exist) | | Search Solution Explorer (Ci+:) L=
2 92 hWrite = CreateFile{dpath.c_str(), GENERTC_WAITE, FTLE_SHARE_READ, WULL, CREATE_NEW, FILE_ATTRIBUTE_™ [ Solution ‘Basic EDL File Encrypter (4 projects)
2 93 if (hWrite == INVALID HANDLE_VALUE) { 4 DL
g 94 CloseHandle(hRead); 4 B cryptCore
a5 sys_error = GetLastError(}; b =B References
g 6 1H Depe
g o ; return FC_ERR_SYS; b EE External ndencies
§, 98 | b 8 Header Files
3 99 = if (encrypt) { b Resource Fles
108 /{ Write out our header: salt, iv, and the block of zero's that will be our tag 4l Scce Fifes
01 = if (IWriteFile(hirite, salt, 16, &bwreitten, 8)) { *+ Assemblyinfo.cpp
102 /f Write orror occurred. b %+ CryptCorecpp
103 rv = FC_ERR_SYS; P *+ CryptCoreNative.cpp
184 sys_error = GetLastError(); *+ Stdaficcpp
185 goto cleanup; Managed and b & EnclaveWrapper
106 3 . b 8 Enclave
187 nat|ve C+ + 4 [ File Encrypter
108 & if (IWriteFile(hirite, iv, 12, 8bwritten, 8)) { b K Properties
189 Af Write error occurred. b em
118 rv = FC_ERA_SYS; A ; 2 ’“ﬁ:“
11 ewe arear = Gotl aerFeear s e i
100% = 4 b b £ controlPasswordBox cs
Customn Control Bug.ta
Outpat i o b B formCryptProgress.cs
Show output from: | Build ¥ E @ b formMain.cs
- b B formPassword.cs
a P * Programecs
-
Ervor List  Output

8. Expand EnclaveWrapper > Source Files.
9. Select EnclaveWrapper.cpp. This file creates the wrapper function

B Basic EDL File Encrypter - Micraselt Visual Studio & Quick Launch (Crl+Q) A - B x
File Edit View Project Buld Debug Team Tools Test Analyze Window Help Sign in B
0 - G- -~ Debug - ¥64 = B Local Windows Debugger = 54 . 5 =3 N =
w
% CryptCoreNative.cpp EnclaveCrypto.ed| m Sobution Exploser - 3x
2 Ml EnclaveWrapper -] (Global Scope) - loo@ o-58@ o g
?’!;. 1@ modified, published, uploaded, posted, transmitted, distributed or e = P .
3 1 disclosed in any way without Intel's prior express weitten permission. Ne Search Selulion Evplorer (Crle T
2 12 license under any patent, copyright or other intellectual property rights . 21 Solution 'Basic EDL File Encrypter’ (4 projects)
i 13 in the Material is granted to or conferred upon you, either expressly, by T 4 2o
§' 14 implication, inducement, estoppel or otherwise. any license under such b B Cryptcore
15 intellectual property rights must be express and approved by Intel in 4 [ EnclaveWrapper
g 16 i . f
g = writing b wB References
b External Depe
é’ 18 Unless otherwise agreed by Intel in writing, you may not resmove or alter b & ) 2 ndencies
E 19 this notice or any other notice embedded in Materials by Intel or Intel's W Generated Flles
28 suppliers or licensors in any way. P 8 Header files
1 wy #4 Resource Files.
22 4 4= Source Files.
23 gi#include "stdafx.h” P % dlimaincpp
24 ginclude "EnclaveCrypto_u.h" D EnclaveCrypto.ed
25 “CryptCoreError.h” B ++ EnclaveWrapper.cpp
26 wde “EnclaveWrapper.h™ . *+ stdaficpp
27 | tinclude <sgX_urts.h: Nat|ve C b ol Enclave
28 i 4 [ File Encrypter
29 #define ENCLAVE_FILE L"EnclaveCrypto.signed.d11” b Fp ces
38
E! cov anclaus 14 + afd = A+ - b »E Reforoncos
100% 13 App.canfig
b &1 contralPasswordBox cs
x
Gt : b Custom Control Bug e
Show output from: | Build - E M, b formCryptProgress.cs
- b B formMain.cs
L B formPassward.cs
- P Program.cs
Ervor List  Output

s around the functions
that will interface between the EnclaveCrypto and CryptCoreNative functions.

a
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Task 4: Basic Enclave-Definition Language (EDL) and ECALL
Task 4.1: File-Encrypter Project EDL

el In this lab, we will create the EDL trusted calls for the file-encrypter project.

Objective

Return to Visual Studio.

Browse to Intel-SGX-HOL > Basic EDL.

Open Basic EDL File Encrypter.sin.

Expand EnclaveCrypto > Source Files.

Select EnclaveCrypto.edl.

Read through the information provided under each “lab exercise” heading to complete
the four existing exercises. Each exercise contains information needed to fill out the
required attributes.

oA~ WN =

ecrypto_set_password()
(@] ecrypto_crypt_initialize()
crypto_crypt _block()
ecrypto_crypt _finish(Q)

Functions

D) Basic EDL File Encrypter - Microsolt Visual Stucio VP | Ouick Launch (Ot £ - B =
Fle Edit View Project Buld Oebug Team Tools Test Analyze Window  Help sgnin [H
o - [ Rl - € - | Debug | 64 - b oS- B oo ] B
v
El cocCoptocal = x| - Soluton Expoees -9 x
8 o + B-5 3@ =
g 18 Unless otheruise agreed by Intel in writing, you may not remove or alter P @ o-s 2@ £
% 19 this motice or any octher notice smbedded in Materials by Intel or Intel's T | Search Soiution Exploeer (Cirl+ P~
5 8 suppliers o licensors in any wey. 132 Sciution Basic EDL File Encrypter (4 prajects) -
g 2L 5 4 (11
8 Kaviit b B Crypicore
£ i3 enclave
¥ e Wi
o 24 trusted { ! _:)e fn\'m o
g 25 7% define ECALLS hece. */ pociai
b 7 4 % Enclaw ta
w ] EnclaveCryp
5 s b References
a ® I * ----3 LAR EXERCISE, STEP 1: ecrypto_set_password(). Fill in the brackets [] in the following function definition I b F Extemal Dependencies
29 B g Generated Files
* This function takes a password and sends it into the snclave, b @ Header Files
1 . B Resource Files
2 * wchat_t *password 4 i Source Files
3 . A wuchar_t* buffer containing the user’s password. Since it's a wchar_t string, it is ¥ Crplocap
4 WULL terminated. This is passed into the enclave. In the EDL syntax, you can specify h] En‘dmemmiovdl
35 “watring”™ as A parameter to tell the sdpe functisns how large the huffer is. b w0 EnclaveMaincpp
. Tabular Model..  Salution Expla... Team Explorer Class View
28 Properiies X
public unsigned int ecrypto_set_password ([ /*COMPLETE ME*/ | wchar_t *passward);
s
T R s
a -
45 I * ----> LAD EXERCISE, STEP 2: ecrypto_crypt_initialize(). Fill in the brackets in the following function £----- I
* This function initializes the encryption routines that will run in the enclave. Tt takes
* three parameters.
* int encrypt
an integer that configures the algorithm for encrypting (=1} or decrypting (=@).

4 Publish =

7. Save changes when complete.

8. Right-click EnclaveCrypto.edl, and then select Compile. If there are no errors, the EDL
file has compiled successfully.

9. Navigate to Generated files.

10. Review EnclaveCrypto_t.c.

11. Review EnclaveCrypto_t.h.

12. Leave the project open for the next exercise.
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Task 4.2: File-Encrypter Project EnclaveWrapper ECALL Functions

Lab In this lab, we will add ECALLs to several functions to EnclaveWrapper.cpp
(o] T4 /\7- 0 using commented instructions found in the file.

—_

Expand EnclaveWrapper > Source Files.

Select EnclaveWrapper.cpp.

EnclaveWrapper.cpp contains five lab exercises. Complete each exercise using the
information provided in the solution file.

wn

Add ECALLs to the following functions;
ecrypto_set_ password()

Add ecrypto_crypt_initialize()
crypto_crypt_block()

ecrypto_crypt finish(Q

ecrypto_crypt _close()

ECALLs

4. Save changes when completed.
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Task 4.3: Compile Basic File-Encrypter Application

Lab

Objective

In this lab, we will compile and test the file-encrypter application.

1. Compile the project. If the project compiles successfully, the exercises have been

completed successfully.

Build the application to show how encrypting and decrypting a file works.

File  Edit View Project Buikd Debug Team Tools Test  Anahyze  Window  Help

¥ #P cuekisunen (CoiC

o R .

sgnin [
@ - H-w Debug - a4 =St = | BN 2 N
g - [t o
1 P& EnclaveWrapper {Global Scope) . G e-seR o pl=
5 1 : | Search Solulion Exgiver [Ctt+d p-
i 1 = File Enciypies o = o x T R Sohution Basic EDL File Encrypler’ (4 projects) =
g Y Fle View © 4 = oo
g g e Coypt - " b S comicone
= o] w B Hame Tioe  Sue  Laet Modfed 4 18] EnclaveWrappar
g ! B2 & Lab Tes Fies & Dwectory 2242007 b »® References
¥ 6 [ el 56X 50K Dimcsory 226207 B ¥ Extemal Dependencies
H 19 Edwy Mo Deoctory 10182078 b i Generated Files
i . 0 Prcuams Denctory 1018201 B Header s
1; My Videos Dumczony 101872018 i Resource files
i Bt Denctory vaaTe 4 & Source files
3 [E3 Vieusl Studo 2015 Dinctory 1202017 g
1 1) dasidep i Fe 0K 1312017 i
15 D) EnclaveCrypaeed
14 b+ EnclaveWrappercpp
17 *+ sidafcpn
15 4 & Enclave -
_I:; Tatilas Model | Salution Expla... Team Explones Class View.
21 Properties TR X
ol € >
n L o,
w4 ® Erenpt (O Dacnpt e Sanciad [sBi%e £
£ Sinclude “Enclavebieapper. h"
27 include €sgx_urts.hs
5 MCLAVE_FILE L*EnclaveCrypto.signed.dll®
30
s2 :
33 int launched = 8;
34 sge_status t status = SGX_ERROR_INVALID STATE;

2. Select Crypt > Set Password.

a File Encrypter

File View | Crypt

= | Set password... T
Decrypt selected Lab Test Files @ Directory
Encrypt selected Music Directory
Pictures Directory
[ My Videos Directory

[E7 Visual Studio 2013  Directory
[E] Visual Studio 2015  Directory
D desktop.ini File

Size  Last Modffied

1/10/2017 1:46 PM
8/2/2016 1:39 PM
9/2/2016 1:39 PM
$/2/2016 1:39 PM
1/10/2017 9:38 AM
3/16/2017 9:00 PM
0KB 11/28/2016 10:03 AM
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3. Enter a password, and then click OK.

e File Encrypter = O X

File View Crypt

@[] Documerts Name Type Size  Last Modffied
[£] @ Lab Test Files @ Directory 1/10/2017 1:46 PM
o-! formPassword = m] X

Encryption password: |l.......

0K | Cancel
@ Encrypt (O Decrypt Process Selected Files
4. Select a test file.
5. Click Encrypt, and then click Process Selected Files.
8! File Encrypter - o X
File View Crypt
EE m’_r _— Name Type Size Last Modi
- Visual Studio 2013 Elbackup Directory 1/23/20
- Visual Studio 2015 [2) Intel(R)_SGX_Windows_SDK_1.7.100.35600.exe File 52844 KB  1/10/201
[2) PG2003-08.150 File 696,326 KB 1/10/201
(5] estfile b | File 3KB 1/10/201
< >
@ Encypt O Decrypt | Process Selected Files

6. The file is now encrypted.
7. Click Crypt > Password, and then enter an incorrect password.
8. Select the encrypted file, click Decrypt, and then click Process Selected Files.

Intel® SGX Roadshow Hands-on Lab A PROWESS | 42



C\Users\Intel\Documents\@ Lab Test Files @\testfile.bt.encrypted:

Password incorrect

o File Encrypter - O X
File View Crypt
=88 gmsT — Name Type Size Last Modf
E aﬂ i
-2 Visual Studio 2013 ] backup Drrectory 1/29/2
-5 Visual Studio 2015 2] Intel(R)_SGX_Windows_SDK_1.7.100.35600.exe File 52844KB  1/10/20
] PG200308.150 File 696.326KB  1/10/20
B testfile bt encrypted File 3KB 3/16/20
Error decrypting file X

>

O Encypt @ Decrypt | Process Selected Files |

9. Run through the process a couple more times with the other files provided to view what

the outcome is.
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Task 4.4: Review Enclave Configuration Advanced Lab

Lab In this lab, we will explore and modify buffer allocation used to encrypt

Objective and decrypt files.

1. Launch Visual Studio 2015.

2. Click Open Project.

3. Navigate to Intel-SGX-HOL > Basic EDL.

4. Select FileEncrypter.sin, and then click Open.
5. Expand DLL > CryptCore > Source Files.

6. Select CryptCoreNative.cpp.

O filebruypter Migesolt Visual Studio

Y5 G uick Launch (Cul+Q) P oa @ %
FLE EDIT VW PROJECT BULD DEBUG TEAM TOOLS TEST AMALYZE WINDOW  HELP
- Browd 90| » s Debug | [xs4 - A it i
CypiCoreNativecpp & X n Explorer - 1%
<) iGlcbal Scope) -1 q @ e-2d@m|o s -
I
+
50 /4 Save Lhe password Lo Lhe enclave. 5 ion Frph i+ Lald
51 7/ Return the appropriate error status. Tl 552 Solution FileEncrypter’ (4 projects) -
52 4 oL
53 FETUPN M_SEt_password(pa iii); 4 53] Copptcore
nu b 5 Extemal Dependencies
76 = Cryptlorelative: :cry ile{hool encrypt, wstring spa void *prallbac ¥ 4 Header Hlos
; UTHT CryptCoretiat ypt_file{bool encrypt, g spath, void *pcallnack) SRS
58 wstring dpath = get_destpathtencrynt, spath); 4 4l SourcaFlles
by ANULL hitead, hrrite; % Assemblylnfo.cpp
66 unsigned char *rouffer, *wbuffer; b ate Cyplto:
62 int target; T Snsteepn
63 DHORD bread, buwritten; 4 5%] EnclaveWrapper
64 CAORD blockcount = B b4 Ceornal ependentios
65 unsigned char salt[16] - { 8 ); b M Generated Fles
[ unsigned char 1vii1z] - { @ }; P 5 Heacler Files
o7 unsigned char Lag[16] = [ 8 ); 8 Resouce Fikes
6y int invalld - 1;
69 B [/ Turn our pointer back into a managed object. Necessary to kesp our method
0 /4 ulth a native linkage
71 TntPir pointer = TntPtr(pcallhack);
7 Geandle mhandle - GCHandle::Fronlatpte(polnter); -
7 progress_callhack Acallhack = (progress callback *Jmhandle. Target;
71
75 rhuller = wbuffer = Il
5
77 /¢ Ti encrypting, call initialize to get the salt and TV.
8 if (ancrypt) {
79 v = ew_crypt_initialize{l, salt, iw, tag);
89 if (v 1= FC_OK) return rv;
B1 ¥
5
6l /4 Osen our source file
84 hRead = Createlile(spath.c_str(), GEMFRTC_RFAD, TTIF_SHARF_RFAD, MULL, OPFN_FXTSTTNG, @, HULI);
us 1F (hRead —- LWVALLD IBNOLL VALLL) {
56 sys_error = GetLastError(); "
100 #0 -

n1

1 NS

7. The file-encryption program uses a 128-KB buffer size to encrypt and decrypt files.

Let's see what happens if the buffer size is increased to 512-KB.

8. Change 128 to 512.

D fikCnaypler Missell Visual Studio

FLE EDT VW PROJECT BULD DEBUG TEAM  TCOLS TEST ANALYZE  WINDOW  HELP

C-o B2 MWD | p st~ Deoug -|[s6a -] [ iae
CrypecoreNativacpp? & X

ypiCare ~| (Global Scop

<k Launch (CUl+Q} P a x

13 [1n the Material 1s granted to or conferrcd upen you, cither oxpressly, by
licalion, inducement, estoppel or olherwise. Any License under such

15 |intellectual property rights must be express and approved by Intel in

16 | wrltl

12 |Unless otherwise agreed by Intel in writing, you may net remove er alter
19 | this notice or any other notice embedded in Materials by Intel or Intel's
30 | suppliers or licensors in amy way,

73 Htinclude *stdafy.h'

24 | #include "Cryptlore.

25 | #include *CryptforeNative.h’
26 | #include "CryptCoreError.h”
27 | #include "Enclavelirapper . h'
#include <bindows.h>
#include cfunclionals
Hinclude <strings

Susing namespace System;
using namespace System: :Runtime::lnteropServices;

Iﬂt:\tic DUORD bsize - 1024 * S1d5 // 128 KB buffer

37 Eltryptlercliative: sCryptloretative()

) errorustr = new wehar_t[1024]; // Generous size for fetching o system error message
0 errorsz - 1024}

A1 ECryprioreative

ryptlorenativ()
a5 |}

48 EIUINT Crypre

Set_password(LPWSTR upassii)

%6 F /7 Save the password ta the enclave.
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U - X

@ e-2am o &=
Search Solution Dxplorer (Cul) P-
53] Solution ' leEncrypter (1 arojects) -

4 Wbl
4 5] CryptCare
b i Edermal Dependencies
b Header files
b Resource Files
4 4l Source Files
ats Assemblylnlo cpp
b a4 CryptCore.cpp
b /%4 CyptCoreNative.cpp
e Stdabecpp
4 3] EnclavewWrapper
bR bdemal Dependencios

7 Header Files

Fesouree Lles
PR,
Salutian Fxplarer

bsize

sers\intel\documents\g ithub

FullNarme bsize
n 1024+ 512
IsConstant False

jected False
IsShared True
Is¥olatile False
Typesiring DWORD
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9. Build the application to show how encrypting and decrypting a file works.

D rilCnerypler (Rumning) - Microsoft Visual Studio

FILE EDT VIEW PROJCT BUND  DFRUG TEAM  TOOIS  TEST ANALYZE  WINDOW  HELP
C-o|B-AWPH|D-C-| > comine - Debug 5 7

pracess | 19 Fil Encoyprer -2
CoyprcoreNar| e View  Copt
Bl cryplton HName Type  Sze

3 5 GeHub Dvectory

1“4 My Music Orectoey

15 Wy Pctues Dreckry

® B My Videos Drecioey

v [ Remote Assitance Logs Drectory

1w [ 56X ScroenShots Dractory

i ] isual Studio 2013 Dreclory

bl [ deskiopiri Fie oKe

o Y| tel SGX SDK Developer Refesence for Windows 0Spd  Fle 2158 KB

22 Overview_of_lrtel_SGX_insinuctions_and_DataStructures pdf Fle 207KB

23 B [ test bt Fie 0KB

21

25

26

7

28 < >

2

3 ® Bt O Deenpt Process Selected Fie:

31

32 Fusing namespace System;

33 | using namespace System: :Runtime::Interopservices;

o] static UWORD bslze - 1824 * 515
36

A rvDtCareNat

10. Click Crypt > Set

04 FileEnerypier (Rurming) - Microssht Visual Stuctio
IF DT viEw

L ME9-C-

PROFCT  BUND  DFELG

rCrvBtCoreNaTive )

Cantinue ~ Debug

41 128 KB buffer

v 3 X | |callStack

Password.

TFAM  TOOIS  TEST  ANAIYE  WINDOW  HRLP

Call stack [IEATS

Quick Launch (Cti+Q} r

B imE[== N =

M @l o-2dB © &=

°-5| : 5
Process: | § 2 e Facrypter nooox
Crypicoreniar| File  View [Crypt
] Crypicore | -2 RS Tpe  See
l..j Dwectory
14 Directory
1 ? Drectory
Li Dirsctory
! 7 Remote Assistance Lags Directory
b 1 56X Screenshots Drectory
o 53 Visual Studio 2013 Drectory
“ 2) desktopini File 0KE
“ =) Irtel 5GX SDK Develoer Reference for Windows OSpdf  File 2153KB
22 Cwerew_of_intel_SGX_insmuctions_snd_DataStructures pof Fils WTKB
sttt Fle  0KB

37 iusing namespace System;
33 | using nomcspace System::Runtime:

5] static DUORD bsize = 1824 * 512;
Etd

HCrvntCorenat

® Encapt O Decynt ess Selected F

s Interopservices;

7 128 K& bulfer

CruntcareNatival)

Call stack [ff
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Na Application Insights Feents = _ 5 11 @ §

|

Search Solution Explorer (Cirl+)

=01 Solution FileFncrypter (4 projects)
4 @on
4 6] Crypicore
b 4 Exemal Dependencies
b5 Header files
b Resource Files
4 o saurce Files
a4 Assembino.cpn
b 544 CryprCore.cpp
D s CryprCoreNative.cop
w4 Safopn
4 58] Enclavewrapper
F {0 Extemal Dependencies
b Generated Files
b i Hesderfiles
1 Besouree Files
4 Saurce Files
b 544 dlimaincpp
8 IndaeCypiocd
b 5% FnclaveWrappercpp
a4 stdafcpp
b Enclave
b = File Encrypter

Solutian Explarer [[ERSTRTTR

s

b k| .

Search Solu

n Explorer
a2l Solution FleEncrypter 4 projects)
ol
« %] CryprCore
P45 Duternal Dependencies

I

1 Header Files

les

b
P Resource
4 Source Files
5%+ assemblylnfocpo
b &% dyptCore cpp
P 5+ CrypiCoreNative.cpp
% Sldalscpn
S8 Enclaveitirapper
P 4 Esternal Dependencies
b Generated Fles
b HeaderFiles

~

£ Resource Files
4 .| Source Files

b 5+ dlimaincpp

| 1 FnelaveCrypra.edl

b 5+ Enclaverspper.cpn
v 5+ stdafxepp
B Enclave
b 5@ File Encrypter
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11. Enter a password, and then click OK.

DA Fileknerypler Bunning)  Microsoft Wisusl Studio X5 63 Guick Launeh (Clrl-2) Pa®ox
L IO VIOW  PRONCI  BUID DEBUG  ILAM I0DLS  ESI  ANALYZ  WINDOW  IILLP
Continue - B _ % Na Applicstion bsights Fverts = 5 11 W @ | ®_‘m =% |N |

—_—
CryptCorenat] File  View  Crypt
B CryptCore | @] Documents Name Type Sze
EElE| ElGtHub Drectory
11 [E My Music Drectory
15 |4 B My Fictures Drectory 23] Selution FileEncryprer 4 prajects)
16 o [ My Videos Drectory e
L [E] Remote Assistance Logs Directary 4 5% it
1“ t [E1 SGX ScreenShots Drectory b Bdemal Dependencies
ol o~ P 0 B Header Fles
» | W formPasswort ® 0KB B Rescurce Files
2158 K8 4 Source Hles
22 .
- Encyption password. [seseeses] 307 K8 e Assemblyinfocpp
23 kB
b it Crypitore.coy
21 oK Cancel 5 o "
FEIE | %4 CrypiCoreNative.cap
EEE | %+ Sedafi.cpp
FYARE | 4 6 Enclavewrspper
PEE | « > b A Deinal Dependencics
20 |4 b Generaed Files
ECRE ] @® Encypt O Decypt P Header Files
! T 4 Rescurce Files
32 Elusing namespace System; - Source Hle:
33 | using namespace System::Runtime::TnterapServices;
3 b 6 dlln
35] static DWORD bsize - 1024 * 512; /7 128 KB buffer N
3% boan
L4 R CaranaTives i vBTCareNativel ) - e
1003 - b ke
>
~ 0 x || cal senek 5 File Encrypter
PR Lot alch | ENERE Uicakpoints Command Window Immediate Window  Oulput Sclution Explorer [FERSIETTE

12. Select a file that is greater in size than 512 KB.

13. Click Process Selected Files. What error do you receive? How does it help explain what
the issue is?

14. Reset the buffer size to 128 KB.

15. Expand Enclave > EnclaveCrypto > Source Files.

16. Open EnclaveCrypto.config.xml.

D filelicrypler Microsofl Visual Studio Y5 [ auideLounch (Cul+0y P oo oA x

FILE  EDIT  VIEW PROJECT  BUILD  DEBUG  TEAM XML  TOCLS  TEST  ANALYZE  WINDOW  HELP
-0 B-UWP|P-C-|Psm- Debug +| x4 O m iER RPN F e R

Il EclaveCrypto.confioaml = x (O T ~ | salutian Explorer - 1 x
1 Z<tnelaveconfigurations + n =
2| crrodimec/rodins R @lo-2a@ o &
3 <LSVEVH>O</ LEVEVI> Explorer (Ctrl+ ) P~
4 | cStackMaxSizes0xd8880</StackNaxsizer =
5 <HeapHaxslze > Px100820 < /HeapMaxsLzes
6 <TCSHUM>Le/TCSHUM> -
/ <TCsPolicy»16/ TCsPalicy> % steafrcpp
[ <DisableDenugbe/Disablebebugs 4 Laclave
9 enlscselect>ec/miscselects 4 47 Enclavedrypto
18| cMiscHasko@xFFFEFFFF</MiscHasks b & Ftemal Dependensies
11| </EnclaveConflgurations [
12 by
4] Rasource Files

5.4 EnclaveCrypto config.xml
LrclaveCrypto_private pam
4 ol Saurce Files
b &% Cryptocpp
5 EnclaveCrypto.ad|
bt EnclaveMaincpp
b 5[ File Encrypter

Enceding Wastern European (Windows)

Stylesheet

% - Encoding

17. The StackMaxSize and HeapMaxSize limits are set for the enclave size; adjust these
settings as needed. What are the problems that might be created by increasing these
limits?

If you have completed the previous exercises, here are some
additional lab exercises to try on your own:

Advanced

Exercises
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1.

Intel® SGX Roadshow Hands-on Lab

Right now, the file encryption uses a 128 KB input/output
(1/O) buffer. This is defined in CryptCoreNative.cpp:

static DWORD bsize = 1024 * 128; // 128 KB buffer
What happens if you increase the buffer size to 512 KB?
What causes this error?

What change can you make to the enclave configuration
(EnclaveCrypto.config.xml) to allow this larger buffer size?

What other problems might your solution to number 3
create?

FROWESS
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Task 5: Advanced Enclave-Definition Language (EDL), ECALL,
and OCALL

Task 5.1: Advanced EDL

Lab In this lab, we will improve the security of our encryption and then use
(o] ]I /i M8 OCALLs to provide updates to a progress bar.

Part 1

In this part, we will change the EDL for ecrypto_crypt_block so that it doesn't copy the blocks
to be encrypted/decrypted into and out of the enclave. The encryption still takes place inside
the enclave, but the enclave reads directly from unprotected memory and writes directly
back to it.

Procedure

1. From the Enclave folder, expand the EnclaveCrypto project.

2. Open EnclaveCrypto.edl.

3. Find LAB EXERCISE, PART 1 in the comments.

4. Replace the declaration of ecrypto_crypt_block as indicated in the comments.
5. Rebuild and test.

The application should be fully functional at this point.

Part 2

In this part, we move the progress bar update from CryptCoreNative.cpp to an OCALL made
from the enclave. This is more or less an academic exercise to show how to create OCALLs.
The program is actually less efficient this way, but the point is to demonstrate the concept.

Procedure

1. Add the OCALL definition to the enclave:
a. From the Enclave folder, expand the EnclaveCrypto project.
b. Open EnclaveCrypto.edl.
c. Find LAB EXERCISE, PART 2, STEP 1 in the comments (in the “untrusted”
section).
d. Add the o_update_progress function definition by using the comments as a
guide.
e. Keep this file open for Step 2.
2. Modify an ECALL declaration to pass in a callback pointer:
a. Find LAB EXERCISE, PART 2, STEP 2 in the comments.
b. Modify the definition for ecrypto_crypt_block to add a callback pointer
parameter at the end, using the comments as a guide.
c. Inthe EnclaveCrypto project, right-click EnclaveCrypto.edl.

Intel® SGX Roadshow Hands-on Lab PROWESS | 48



d. Select Compile.
e. This should build with no errors.
1>------ Build started: Project: EnclaveCrypto, Configuration: Debug x64 ------
1> Creating proxy/bridge routines
========== Build: 1 succeeded, 0 failed, 0 up-to-date, 0 skipped ======
3. Modify the ECALL function to accept the incoming callback parameter:
a. Open EnclaveMain.cpp.
b. Find LAB EXERCISE, PART 2, STEP 3 in the comments.
¢. Modify ecrypto_crypt_block to add the callback parameter.
4. Add the OCALL to ecrypto_crypt_block:
a. Find LAB EXERCISE, PART 2, STEP 4 in the comments.

b. Add code to perform the OCALL. Use the comments as a guide.

Our enclave is ready for our OCALL. Now we have to modify the application to pass our
callback pointer in and implement the OCALL function.

5. Remove the old callback method from the untrusted code:

From the DLL folder, expand the CryptCore project.
Open CryptCoreNative.cpp.

Locate LAB EXERCISE, PART 2, STEP 5 in the comments.
Remove the indicated code block.

o N T o

6. Remove the old callback method from the untrusted code (continued):
a. Locate LAB EXERCISE, PART 2, STEP 6 in the comments.
b. Remove the indicated code block.
7. Pass the callback parameter to the enclave wrapper ew_crypt_block:
a. Locate LAB EXERCISE, PART 2, STEP 7 in the comments.
b. Add the callback parameter using the comments as a guide.
8. Modify the declaration for ew_crypt_block to accept the callback parameter:
a. From the DLL folder, expand the EnclaveWrapper project.
b. Open EnclaveWrapper.h.
c. Find LAB EXERCISE, PART 2, STEP 8 in the comments.
d. Modify the declaration for ew_crypt_block using the comments as a guide.
9. Modify the function definition for ew_crypt_block to accept the callback parameter:
a. Open EnclaveWrapper.cpp.
b. Find LAB EXERCISE, PART 2, STEP 9 in the comments.
c. Modify the function to accept the callback pointer parameter.
10. Pass the callback pointer to the ecrypto_crypt_block ECALL:
a. Find LAB EXERCISE, PART 2, STEP 10 in the comments.
b. Modify the call to the ecrypto_crypt_block ECALL to pass the callback pointer
parameter.
11. Add the OCALL function:
a. Find LAB EXERCISE, PART 2, STEP 11 in the comments.
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b. Create the OCALL that makes our callback using the comments as a guide.
12. Clean the solution and rebuild.

If you have completed the previous exercises, here are some additional lab
exercises to try on your own:

1. This example is using an OCALL to update the progress bar as an
academic exercise. We don't need to use an OCALL at all here. Why not?

2. What performance issue might we create by making OCALLs where they
e aren't needed?

Exercises

3. Rewrite the application to eliminate the OCALL. Does the performance
improve significantly?

4. Many enclaves that have to use I/O loops can be implemented as either
multiple ECALLs or one ECALL with multiple OCALLs. How would you
rewrite this application to do the latter? What are the tradeoffs in doing
this?
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Task 6: Debugging

Lab In this lab, we will explore debugging and where to place breakpoints
(o] T4\ when developing your Intel SGX application.

Task 6.1: Debugging Intel SGX Applications

Launch Visual Studio 2015.

Click Open Project.

Browse to Intel-SGX-HOL > Debugging.

Select Debugging Sample.sin, and then click Open.
You might see the following notification; if so, click OK.

vk W

bq Debugging Sample - Microsalt Visual Studio YH &  quick Launch (Cirl+@ P o A x
File Edit View Debug Team Tools Test Analyze Window Help John Karwoski = E
: H-e o - - PoAmach.. = | BN o
Solution Explorer »* 3 x
I
ERE p-

31 selution 'Debugging Sample’ (2 praje
¥ %! Debugging Sample (Visual Studil
Review Solution Actions b Bl Enclave (Visual Studic 2013)

Upgrade VC+ + Compiler and Libraries

The fallowing project(s) uses an earlier version of the Visual C++ compiler and Fibraries, The
projectish will be upgraded te use the Micresoft Visual Studio 2015 compiler and libraries. Any
managed or native code project(s) using C+ +/CLI will be alty up to
target NET Framework 4.5.2. Note: If you do not upgrade the projectis), building your projectis)
will reqquire the cormesponding version of Visual Studio to be installed.

~| _\Debugging Sample\Debugging Sample.voxproj
~| _AEnclave\Enclave vorproj

—

Dutpat

Shew output frome  Build

Error List [QaliETH

* Publish ~

6. Expand Debugging Sample > Source Files.
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7. Open Debugging Sample.cpp.

D Debugging Sample - Microsoft Visual Studio

Fle Edit View Project Buld Debug

io-o|f-tad|9-C-
Debugging Samplecpp & X

! Debugging Sample
32 getchar();

Team Tools  Test Window

Debug =

Analyze
P Local Windows Debugger =

Help

Wini2 - By

(Global Scope)

return 8;

¥

=woid genkey(unsigned int by
{
SEX_S s t status;
int generated;
set a breakpoint here

status = generate key(eld, Sgenerated, bytes); // <

1f {status 1= SGK _SUCCESS) {
printf("generate_key: ECALL falled with error ZB8x\n", status);
}
else {
Lf {generated) printf("Generated random %lu esin”, generated);

else printf(“No random bytes were generated\n®);

return;

Show output fromc | General
SR A WS r
TargetFrameworkVersion = vd.5 (i

Retargeting End: 2 completed, © failed, & skipped

Error List

Ready

B

John Karwoski = m

a X

p-
1 selution 'Debugging Sample’ (2 prajel
4 %! pebugging Sample
b *8 References
¥ UL External Dependencies
Generated Files
Header Files
Resource Files
Source Files
*++ Debugging Sample.cpp
O Enclave.cdl
*+ stdafx.cpp
B ReadMe.ut
& enclave

L

Publish =

8. Next to the generate_key enclave function, locate Lab Exercise.

9. Press F9 to create a breakpoint.

D Debugging Sample - Microsoft Visual Studio
File Edit View Project Build Debug Team Tools Test Analyze Window Help
Pe-0 | S-S = O = | Debug = Win32 = P Local Windows Debugger = | 2% -~ %5 B AN |

Debugging Samplecpp & X
! Debugging Sample
return 8;

-l (Global scape) -|® genkeytunsigned int byres)

¥

- wvoid genkey(unsigned int
{
sgx_status_t status;

int generated;

status = generate key(eid, &generated, hyie:);
—rreresrt
printf(“penerate_key: ECALL failed with error ¥BEx\n", status);

/I %-- set a breakpoint here I

Tt =

¥

else {
if (generated) printf{“Generated random %lu bytesin®, generated);
else printf("No random bytes were generated\n®™);

}

returng

Dutput

Show output fromc | General

R A
TargetFrameworkVersion = vd.5 (wa
Retargeting End: 2 completed, © failed, & skipped

Error List
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B

John Karwoski = m

= 0O

YH &  cuicklaur

"R o-58@
~ o Explorer (Cul+:) p-

1 selution 'Debugging Sample’ (2 prajel
4 %! pebugging Sample
b *8 References
¥ UL External Dependencies
b Generated Files
b Header Files
Resource Files
Source Files
*++ Debugging Sample.cpp
O Enclave.cdl
*+ stdafx.cpp
B ReadMe.ut
» & Enclave

PROWESS | 52



10. Place a breakpoint at status = sgx_create_enclave(...).

D Debugging Sample - Microsoft Visual Studio YR &  quick taunch (cul Q@ P = B x
File Edit View Project Build Debug Team Tools Test Analyze Window Help John Karwoski = m
Pe-0 | S-S « O = Debug * Win32 = P Local Windows Debugger = | 28 -~ ¥ RN | =

Debugging Samplecpp ® X
! Debugging Sample ‘E (Global Scope) " @ _wmain(int arge, TCHAR * argvi])
18 sgx_status_t status;
int generated;

status = sgx_creat lave{ENCLAVE_FILE, SGX_DEBUG_FLAG, &token, Bupdated, &eid, NULL); I %! Debugging Sample
= TT *8 References
printf(“sgx_create_enclave: %d8x\n", status); . External Dependencies
) return 1; Generated Files
Header Files
Resource Files
Source Files

genkey(16);
gerkey(128);

genkey(64); *+ Debugging Sample.cpp
O Enclave.cdl
printf{“Press ENTER to exit...\n"); *+ stdafx.cpp
getchar(); B ReadMe.txt

» & Enclave
return @;

vold genkey(unsigned int bytes

ve T oetatues

Show output fromc | General
< WS =

i r i
TargetFrameworkVersion = vd.5 (i 4.5)
Retargeting End: 2 completed, © failed, & skipped

Error List [QaliETH

Ch a0 NS * Publish ~

11. Expand Enclave > Source Files.
12. Open Enclave.cpp.
13. Place a breakpoint in the generate_key enclave function.

04 Debugging Sample - Microsoft Visual Studio YH & aucktaunc pl- o x
File Edit View Project Build Debug Team Tools Test Analyze Window Help John Karweski "m
Pe-0 | S-S « O = Debug * Win32 = P Local Windows Debugger = | 28 -~ ¥ RN | =

(Global Scope)
“Enclave_t.h"
= Search Solutior o [Chl+:) o~

"spx_trts.h" 1 selution 'Debugging Sample’ (2 prajel
2 ¢stdlib.hs 4 %! pebugging Sample
b *8 References
unsigned char “key; P Fi External Dependencies
unsigned int key_size = 8; b Generated Files
B 35 Header Files
# Resource Files
4 . Source Files
*++ Debugging Sample.cpg
If (size == @) return @; /f <-- Then a breakpoint here O Enclave.ed!
*+ stdafx.cpp
key = (unsigned char *)realloc(key, sizeof({unsigned char *)*size); B ReadMe.ut
status = sgx_read_rand(key, size); ! Enclave
if (status l= SGX_SUCCESS) { b 8 References
key size = O; P 15 External Dependencies
return @; B Generated Files

= int gemerate_key{unsigned int

t status;

Header Files
b 28 Resource Files
4 . Source Files
- 5 P *+ Enclavecpp
Dutpart 3 D Enclave.ed]
Show output from:  General B ReadMe.ut

i v
TargetFrameworkVersion = vd.5 (was vd.5)
Retargeting End: 2 completed, © failed, & skipped

Error List [QaliETH
T Publish =
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14. Run the Local Windows Debugger. What happened in the debugging session?

D Debugging Sample Debugging) - Microsoft Visual Studio YH & quick launch iCuleq
File Edit View Project Build Debug Team Tools Test Analyze Window Help
iero|G-amd|2 -2~ PContime-| B S BB |G|t AR LT3N '

* Process: [1976] Debugging Sample.exe 15 = Thread:

[13720] Main Thread « X+ %t Stack Frame: wmain o

Debugging Sample.cpp & X
Bl Debugging Sample - Globa Scope) -l@ maingint arge, TCHAR * argvl] -

1 tus t status; =+
int generated;

£ Select Tools » | & Zoom In €, Zoom Out T, Reset View

Diagnostics session: 0 seconds (118 me selected)

printf("Press ENTER to exit...\n");
Eetchar();

return @;

Mame Value

P oo Aeid OwDD1941 38 {Debugging Sample exelunsigned _inte4 eid) Is p int arge, wehas 8 * * arg) Line 21
B @ Stoken OwD0193140 ing Sample. igned char token[1: i T

b @ Supdated [ 0

@ generated 8589934560

@ status -858953460 _status_t

v Immediate Win

Settings Command V¥

15. Right-click the Debugging Sample project, and then select Properties.
16. Select the General page, and then copy the Output Directory path.

B Debugging Sample - Microsoft Visual Studia YH &  Quick Launch (Cirl+@
File Edit View | U-bu ;a i p = - - . = 5 i
v 5o ebugging Sample Property Pages

Configuration:  Active{Debug) Flatform:  Active(Win32) Configuration Manager...

P

Debugging Target Platform Version
VCa+ Directories T ——

I Linker Target Name $(ProjectName] References

I XML Document Generator Extensions to Delete on Clean  *.cdf*.cache;*.obj;* objenc*.ilk;* ipdb;* jobj* resources; " tib;* e b tmp* St | Generated Fil
I Browse Information Build Log File ${IntDir)$(MSBuildProjectName)log Header Files
I Build Events Flatform Toolset Visual Studio 2015 (v140)
I Custom Build Step Enable Managed Incremental Bui No
I Custom Build Tool ¥ Project Defaults
I Code Analysis Configuration Type Application (.exe)

Use of MFC Use Standard Windows Libranes

Source Files

Common Language Runtime SupNe Commen Language Runtime Support ReadMe.txt
= lave

NET Targ e Ve

Whole Program Optimization N Whele Program Optimization References

Header Files

Source Files

Output Directory

Show oul from

e \LE:T an; Specifies a relative path to the cutpat file directory; can include environment variables. Réwdide.on
The thread @x3

The program *[|

oK Apply

Error List
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B 2 status = spx_create_enclave(ENCLAVE FILE, SGX DEBUG FLAG, Btoken, ! 4 Evints
22 if (status l= SGX_SUCCESS) { n
23 printf("sgx_create_enclave: E8Ex\n", status); s
Feturn 1; = 4 Process Memory ¥ Snapshot @ Private Bytes
} 100 100
genkey(16);
genkey(128); . i o
Benkey(64); 4 CPU (% of all processors)
100 100

Pla A X

John Karwoski = m

Langs

Ces

Publish =

Pla A X

John Karwoski = m

-

¥ bn ‘Debugging Sample’ (2 proj
P CICe+ Intermediate Directory $iConfiguration] {bugging Sample

I Manifest Tool Target Extension -ene External Dependencies

s

Resource Files

*+ Debugging Sample.cpp
D Enclave.ed!

Character Set Use Unicode Character Set *+ stdaficpp

Windows Store App Support No External Dependencies

Generated Files
Resource Fikes

*+ Enclave.cpp
D Enclave.ed!
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17. Select Debugging.

B Debugging Semple Microsolt Visusl Stadio
FLE EDT VIEW PROJECT BULD DEBUS TEAM TOOLS TEST ANALYZE WINDOW  HELP
f@-0 B P70 | P Lol Windows Debugger T Auto | Devug - [xe - . n o

Y5 63| Guick Launch (Crl+Q) Pl A x

Solution Exglorer -8 X
(Global Scope) | _unsingintarge, _TCHAR * argel]s - @ o-25@| &=
int updated = B Search Solution Explorer i
sgx_status t status; /1 Solution ‘Debucging Sample’ (2 projects) -
int generated; | nopugging Sssmple Property Pages d x 4 5% Debugging Sample
£ P LE Lelernal Dependencies
status = sgx_cr - e
i (statys 1o ¢ Configuration  AdiveDebug) © Platiorm:  ActiveiWin3z} ~  Configuration Manager.. b4 Generated Files
Ctmne] b HeaderFiles
2 AN S Commn ropertes abugger tolaunch Il = Hesource Hles
o N § | aConfigurstion Proparties oo Windows Detougger - 4 ] Source Fles
e Ganeral b s4+ Debugging Sample.cpp
P genkey (16 Debugging . 4 R 5 enclaveed)
vt ‘omman (Targetha
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Properties
Debugging Sample Project Properties. -
v

~ H misc

(Narne) Debugging Sample

Project Dependencias

39 sgx_status L sl
1nt generated;

Command
The debug command to execure,

output

Show output from: Debug ax Cancel Apply

The thread exdfc has exited wit P
The thread @xéec has exited with code 1 (@xl).
The progean ' [9168] Debugging Sanple.exs’ has exited with code 1 (ax1}.

ments: GitHub,

Project File Cidsersiintely
Root Namespace DebuggingSample

s nat suppart pi

18. Paste the path to Working Directory.

D¢ Debugging Sample - Microseft Visual Studic
File Edit View |
-0 | B-%

YR & o Plia Al

- i i - John Karweoski = m

Debugging Sample Property Pages

Configuration;  Active{Debug) Platform:  Active(Win32) Configuration Manager...  L..a, B x
4 Configuration Properties Debugger 10 launch: Fol- - R ] A
General
Debugging
VC++ Directories
bCICH+ Command S(TargpetPath) {bugging Sample

Gl e — T
I Manifest Tool S({SolutionDir)$(Configuration), External Dependencies

I XML Document Generator Attach Mo Generated Files
I Browse Information Debugger Type Auto Header Files
I Build Events Enviconmant Resource Files

I Custom Build Step Merge Environment Yes jspind
50L Debugging No Source Files
Amp Default Accelerator WARP software accelerator

Local Windows Debugger ik ] S L
b ‘Debugging Sample’ (2 proj

I Custom Build Tool
I Code Analysis

++ Debugging Sample.cpp
D Enclave.ed!

*+ stdafucpp
Readhe.txt

lave

References

External Dependencies
Generated Files
Header Files

Resource Fikes

Source Files

*+ Enclave.cpp

D Enclave.edl

Working Directory Rendife ter
The application's working directory. By default, the directory containing the project file.
The thread @x2
The program *

Error List

This item upport previewing t Publish &

19. Repeat the steps for the Enclave project.
Run the Local Windows Debugger once again. Did the debugger step into the enclave
function?

20. Open the Enclave.cpp file.
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21. Hover over the breakpoint for the error.

D Debugging Sample Debugging) - Microsoft Visual Studio YH &  quick Launch (Cirl+@ P A x
File Edit View Project Build Debug Team Tools Test Analyze Window Help John Karweski "m

B s S " ==l P Contiwe ! B - 1l m 8| > ¥oaalan oty ER R e o
is = Thread:

* Process: (8] Debugging Sample.exe [29496] Main Thread ¥ Stack Frame: genkey

Enclavecpp ® X

Bl Enclave | (Globai secope) -] generate_keytunsigned int size) ~ ) 4 Solect Tools = | & Zoom In & Zoom Out %, Reset View
T “Enclave_t.h" =
. nclave N Diagnosties session: 0 seconds (144 ms selected)
3 1 !

"sgx_trts.h®
<stdlib.h> 4 Events
5 n

& unsigned char "key; .

: unsigaad 4t Kay Size: = @ —4 4 Process Memory (MB) ¥ Snapshot @ Private Bytes

2 2
int generate_key(unsigned int slzc)
{
spx_status_t status; i i 0
& o 4 €PU (% of all processors)
£l 13 if (size == @) return B; // <-- Then a breakpoint here 100 100
The Breakpaint will not currently be hit. No symbols have been loaced far this document
hed char *)*size);
Lecation: Enclave.cpp, unsigned int size]’) o A o

= SGX_SUCLESS) [ v

Locals

Value Type Marne Langs
@ fytes 16 unsigned © Debugging Sample. exe!genk i 1 int bytes) Line 42 Ces
@ generated 58993460 int Debugging Sample.exelwrnain{int arge, wehar t * * argv) Line 27 Cos
@ status 858993460 status_t

Autos QSRR Watch 1 i dreakp xeeplic W utput

T Publish =

22. From the Local Windows Debugger drop-down menu, select Intel SGX Debugger.

D Debugging Sample - Microsoft Visual Studio YR &  quick taunch (cul Q@ P = B x
File Edit View Project Build Debug Team Tools Test Analyze Window Help John Karweski "m

Pe-0 | S-S « O = Debug * Win32 = P Local Windows Debugger = | 28 = %5 =% (A =

P Local Windows Debugger it

-] tolobs S Local Windows Debugger | generate_keylunsigned int size) Sle-5e@] o
“Enclave_t.h" &l Remote Windows Debugger £ prmmmerm—— yros

i . "
"sgx_trts.h" o Brm_ﬁe' Debugger "] Solution ‘Debugging Sample’ (2 proj
e ¢stdlib.h> i - 4 % Debugging Sample
o Intel{R) SGX Debugger b *8 References
unsigned char *key; b
unsigned int key_size = 8;

Enclave.cpp & 2 U

« External Dependencies
b 5 Generated Files
b 5 Header Files
# Resource Files
Source Files

= int genmerate_key(unsigned int size

s T status; b
B+ Debugging Sample.cpp

if (slze == @) return @; // <-- Then a breakpoint here D Enclave.ed!
*+ stdafwcpp
key = {unsigned char *)realloc(key, sizeof({unsigned char *)*size); f Readhe.txt

status = sgx_read_rand(key, size); el
if (status l= SGX_SUCCESS) { =8 References

key size = O; a2 External Dependencies
return @;

Generated Files

Header Files

Resource Fikes

Source Files

*+ Enclave.cpp

D Enclave.edl
B ReadMetxt

. i
Excoption thrown at @x7SFEASF2 (KernelBase.dll) in Debugging Sample.exe: GxA1ABIEC] (parameters:

The progran '[8] Debugging Sanple.exe’ has exited with code @ (@x).

Error List [QalETH

4 Publish =

23. For each project, repeat steps 19-22 to set the debugging working directory.
24. Run the Intel SGX Debugger.
25. Watch the Autos window to view the changing “bytes” value.

After you run the Intel SGX debugger, you can step into the enclave
function.
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m Additional information regarding Intel SGX debugging can be found this
article.
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Task 7: Data Sealing

In this lab, we will add support for keeping state across sessions. The
user’s password is sealed and saved in unprotected memory, so it can be
restored if the system suspends/resumes. We can't pick up in the middle
of encrypting/decrypting a file, but we can prevent the user from having
to re-enter a password.

Lab

Objective

Task 7.1: Data Sealing

1. Add an ECALL to get the sealed-data buffer size:

From the Enclave folder, expand the EnclaveCrypto project.
Open EnclaveCrypto.edl.

Find LAB EXERCISE, STEP 1 in the comments.

Add the ECALL declaration using the comments as a guide.

o N T Y

e. Keep the file open for the next step.
2. Modify the ecrypto_set_password ECALL to obtain the sealed-data buffer:
a. Find LAB EXERCISE, STEP 2 in the comments.
b. Add the ECALL declaration using the comments as a guide.
c. Keep the file open for the next step.
3. Add an ECALL to restore the password from the sealed-data buffer:
a. Find LAB EXERCISE, STEP 3 in the comments.
b. Add the ECALL declaration using the comments as a guide.
4. Add the ECALL ecrypto_get_seal_size to the enclave:
a. Open EnclaveMain.cpp.
Find LAB EXERCISE, STEP 4 in the comments
c. Add a function/ECALL named ecrypto_get_seal_size using the comments as a
guide.
d. Keep the file open for the next step.
5. Add the data-sealing parameters to the ECALL ecrypto_set_password:
a. Find LAB EXERCISE, STEP 5 in the comments.
b. Add the parameters to this function using the comments as a guide.
6. Seal the password inside the ECALL ecrypto_set_password:
a. Find LAB EXERCISE, STEP 6 in the comments.
b. Add the call to seal the data using the comments as a guide.
7. Add the ECALL that restores the password from the sealed-data buffer:
a. Find LAB EXERCISE, STEP 7 in the comments.

b. Add the function to unseal the data and restore the user’s password using the
comments as a guide (a function stub is commented out that you can use as a
starting point).

8. Complete the function ew_recreate_enclave that recreates an enclave after a power

event:
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a. From the DLL folder, expand the EnclaveWrapper project.
b. Open EnclaveWrapper.cpp.
c. Find LAB EXERCISE, STEP 8 in the comments.
d. Add the needed subroutine calls to the function stub using the comments
as a guide.
9. Create the sealed-data buffer:
a. Find LAB EXERCISE, STEP 9 in the comments.
b. Add the function call and the necessary code to the ew_set_password function
using the comments as a guide.
10. Add the data-sealing parameters to the ECALL for ecrypto_set_password:
a. Find LAB EXERCISE, STEP 10 in the comments.
b. Add the parameters to the call to the ecrypto_set_password ECALL using the
comments as a guide.
11. Add the ECALL that restores the password to the function ew_restore_password:
a. Find LAB EXERCISE, STEP 11 in the comments.
b. Add the call to the ECALL ecrypto_restore_password to the function stub for
ew_restore_password.
12. Add code to recreate the enclave and restore the password to the function
ew_crypt_initialize:
a. Find LAB EXERCISE, STEP 12 in the comments.
b. Add the calls to recreate the enclave and restore the password using the
comments as a guide.
13. Compile and test.

If you have completed the previous exercises, here are some additional lab
exercises to try on your own:

Enclaves can be launched by any application, not just the ones "intended"
to use them. This is why Intel uses the term "untrusted" to refer to
applications and memory outside of an enclave: the enclave cannot and
must not trust the calling application.

Advanced

. 1. The sealed data is currently saved to memory. What security risk does
SR this create in the file-encrypter program?

2. What would be the more serious security vulnerability if the sealed data
was saved to disk?

3. Can this program be "fixed" to eliminate the vulnerabilities in number 1
and number 2 while still preserving the core feature of saving the user's
password across a power event? How would you do that?
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Conclusion
In the course of this lab, you experienced Intel SGX. Specifically, you learned about:

¢ How Intel SGX helps protect your data through enclaves, and how Intel SGX enclaves
work

e Basic and advanced EDL

e Debugging Intel SGX applications

e Sealing data in order for Intel SGX applications to maintain state

For more information, the Intel SGX SDK manual can be found here:
https://software.intel.com/sites/products/sgx-sdk-users-guide-windows/Default.htm
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Appendix A—Intel SGX Glossary

This glossary is provided as a convenient means of looking up Intel SGX terminology without
having to hunt through other sources. While thorough, it is not all-inclusive, nor should the
entries be considered definitive.

AESM

Intel SGX Application Enclave Services Manager, the Intel launch enclave installed as part of the
PSW.

Attestation

Attestation is the process of demonstrating that a piece of software has been properly
instantiated on the platform. In Intel SGX, it is the mechanism by which another party can gain
confidence that the correct software is securely running within an enclave on an enabled
platform. See this article for reference.

e Local Attestation: Two or more enclaves sharing secrets to address size and efficiency
issues, or where applications have more than one enclave that need to work together.
Each enclave must verify the other; once done, they establish a protected session and
use an Elliptic curve Diffie-Hellman (ECDH) key exchange to share a session key.

¢ Remote Attestation: The process by which one enclave attests (verifies) its trusted
computing base (TCB) to another entity outside of the platform. Intel SGX extends local
attestation by allowing a quoting enclave (QE) to use the Intel® Enhanced Privacy ID
(EPID) to create a quote report. Hardware and software is used to generate a quote that
is sent to a third-party server to establish trust.

ECALL

Enclave call: A call from the application into an interface function within the enclave. See this
article for reference.

Edger8r

The Edger8r tool ships as part of the Intel SGX evaluation SDK. It generates edge routines by
reading a user-provided EDL file. These edge routines provide the interface between the
untrusted application and the enclave. Normally, the tool will run automatically as part of the
enclave build process. However, an advanced enclave writer might invoke the Edger8r manually.

EDL

Enclave definition language (EDL) files are meant to describe trusted and untrusted enclave
functions and types used in the function prototypes. The Edger8r tool uses this file to create C-
wrapper functions for both enclave exports (used by ECALLs) and imports (used by OCALLs). See
this article for reference.
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EMMT

Enclave Memory Management Tool (EMMT): Intel SGX SDK-provided tool (sgx_emmt) to
measure the real usage of protected memory by the enclave at runtime. See this article for
reference.

Enclave

Protected areas (containers) of execution containing secrets and application code. Enclaves are
loaded as DLLs and managed by the CPU.

EPC

Enclave Page Cache (EPC) is a part of physical memory (RAM) that is reserved for enclaves; the
EPC is encrypted and trusted by the CPU. The EPC verifies access from inside an enclave and that
the linear address is correct.

EPCM

Enclave Page Cache Map (EPCM) is a secure structure used by the processor to track the
contents of the EPC. See this article for reference.

EPID

Intel Enhanced Privacy ID (EPID) is the algorithm for attestation of a trusted system while
preserving privacy. Intel EPID lets an enclave attest that it's running a given software on a given
CPU. See this article for reference.

KDF

Key Derivation Function (KDF) derives one or more secret keys from a secret value such as a
master key, a password, or a passphrase using a pseudo-random function. Used by MRSIGNER
and MRENCLAVE to seal data. See this article for reference.

ME

Intel® Manageability Engine (ME) resides in the chipset platform controller hub (PCH). Amongst
other features, it provides several protection-related functions such as trusted time, monotonic
counters, and non-volatile storage. Intel ME is operating-system independent. See this article for
reference.

OCALL

Outside call: A call made from within the enclave to the outside application. See this article for
reference.

PSE

Platform service enclaves (PSEs) are architectural enclaves from Intel.
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PSW

Intel SGX platform software (PSW) installs Intel SGX application enclaves, AESM, Intel SGX
Runtime System Library, and drivers. See this article for reference.

SDK

Software-development kit (SDK): The Intel SGX SDK is a collection of APIs, libraries,
documentation, sample source code, and tools that allows software developers to create and
debug Intel SGX—enabled applications in C/C++. See this article for reference.

SGX

Intel Software Guard Extensions (Intel SGX) is a set of new CPU instructions that can be used by
applications to set aside private regions of code and data. See this article for reference.

QE

Quoting enclave (QE) is an architectural enclave from Intel that is involved in the quoting service.

Sealing

Sealing is the process of encrypting enclave secrets for persistent storage to disk. This allows
secrets to be retrieved if the enclave is torn down (either due to power event or by the
application itself), and subsequently brought back up. See this article for reference.

e MRSIGNER: Is a signing identity provided by an authority, which signs the enclave prior
to distribution. This value is called MRSIGNER and will be the same for all enclaves
signed with the same authority. Thus, it will allow the same sealing key to be used for
different enclaves, including different versions of the same enclave. A developer can take
advantage of sealing using the signing identity to share sensitive data via a sealed data
blob between multiple enclaves for a given application and enclaves of different
applications produced by the same development firm. See this article for reference.

e MRENCLAVE: Is an enclave identity represented by the value of MRENCLAVE, which is a
cryptographic hash of the enclave log (measurement) as it goes through every step of
the build and initialization process. MRENCLAVE uniquely identifies any particular
enclave, so using the enclave identity will restrict access to the sealed data only to
instances of that enclave. Note that different builds/versions of an enclave will result in
different MRENCLAVE values. Thus, when sealing using the enclave identity, sealed data
will not be available to different versions of the same enclave, only to identical enclave
instantiations. See this article for reference.

Secrets

Refers to code or constructs (such as passwords, account numbers, encryption keys, health
records, or personally identifiable information [PII]).
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TCB

A trusted computing base (TCB) is the portions of hardware and software that are considered
safe and uncompromised. A system'’s protection is improved if the TCB is as small as possible,
making an attack harder.

Trusted

“Trusted"” refers to code or constructs that run in the Trusted Execution Environment inside an
enclave.

Trusted Run-Time System (tRTS)

Code that executes within an enclave environment and that performs functions such as:

e Receiving calls (ECALLs) from the application and making calls (OCALLs) outside the
enclave
e Managing the enclave itself

Untrusted

“Untrusted” refers to code or constructs that run in the application environment outside the
enclave.

Untrusted Run-Time System (uRTS)
Code that executes outside an enclave environment and performs functions such as:

e Loading and manipulating an enclave (for example, destroying an enclave)
e Making calls (ECALLs) to an enclave and receiving calls (OCALLs) from an enclave

Appendix B—Intel SGX Developer Notes and Best Practices

e What is the signing key when creating an enclave project in Visual Studio? Import an
existing signing key to the enclave project; a random key will be generated if no file is
selected. The enclave signer will sign the enclave with the key file.

e Every time a secret is provisioned, you should make an OCALL to seal data (based on
performance and the effort that was expended to gather the secret).

¢ Intel SGX AESM will download the latest whitelist.

e The PSW requires administrator privileges to run the installer. From an administrator
command prompt, run the following:

0 msiexec /i SGX_PSW.msi
0 To force Intel SGX PSW installation with an administrative account, use the
following command:
* msiexec /i SGX_PSW.msi FORCE_INSTALL=1
» Silent/unattended installations can be done by adding the /gn or /quiet
switch: msiexec /i SGX_PSW.msi /gqn
e Unsafe C++11 attributes:
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0 Developers should use C++11 attributes inside an enclave with care. The
attribute noreturn, in particular, might cause a potential security risk. For instance,
if a trusted function calls a noreturn function, any clean-up code placed after the
function call will be ignored. For example:

[noreturn]]void foo(parameters..) { ... } iInt
ecall_function(parameters..) { ... Too(...); // Clean-up code
below will be ignored ... return O; }

File I/O inside an Intel SGX enclave: While all the code and data inside an enclave are
protected, not all code can be executed inside an enclave; for example, all privileged
instructions are invalid in an enclave. This means that all system calls and 1/O operations
are not available in an enclave. Thus, the standard C library shipped with the Intel SGX
SDK is intentionally left incomplete, missing lots of common and useful procedures, such
as open, read, write, close, exit, and so on. This makes porting existing applications into
an enclave a painful job. The following list of instructions are INVALID inside an enclave:

Types Instructions

VMEXIT generating
instructions are not
allowed because a VMM
cannot update the
enclave. Generates a

CPUID , GETSEC , RDPMC , RDTSC ,
RDTSCP , SGDT , SIDT , SLDT,
STR , VMCALL , VMFUNC

#UD.
I/0 instructions (also IN , INS/INSB/INSW/INSD , QUT ,
VMEXIT). Generates #UD. DUTS/DUTSB/OUTSW,/DUTSD

Far [CALL , Far [JMP , Far RET ,
Instructions which access INT n / INTO , IRET ,
segment registers will LDS/LES/LFS/LGS/LSS , MOV to
also generate #UD. DS/ES/SS/FS5/GS , POP
DS/ES/SS/FS/G5 , SYSCALL , SYSENTER

Instructions that try to
reenter the enclave. Gen- ENCLU[EENTER] , ENCLU [ERESUME]
erates #GP.

Thread-Binding Policy: When an enclave writer develops an enclave that might employ
more than one thread, the developer must be aware that untrusted code controls the
binding of an untrusted thread to the trusted-thread context (composed of a TCS page,
SSA, stack, and thread-local storage variables). Thus, the developer must follow the
policies on using thread-local storage and thread-synchronization objects within the
enclave. See the SDK developers guide for details.

The EPC is limited to just 128 MB (of which 88 MB is usable) as of this writing. Best
practices suggest using default memory allocations for development. Then, use the
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EMMT provided in the SDK to determine actual memory use, and adjust accordingly. The
EMMT can identify enclave memory usage where other memory tools cannot.

¢ An enclave-configuration file is used to set/update the following enclave settings:
ProdID, ISVSVN, StackMaxSize, HeapMaxSize, TCSNum, TCSPolicy, DisableDebug,
MiscSelect, and MiscMask. See this article for reference.

e Rely on the SDK as the authority on supported operating systems; this will likely be
following the “latest” operating system.

e Consider sealing after the state of your enclave has changed, based on a balance of
performance.

e Thereis not a current published roadmap for the SDK.

¢ Do not use sealing as a general-purpose encryption tool; instead, target keys rather than
data.

e Library Patching: Say you are going to port something like the following into enclave
(see this article for reference):

#include <stdio.h>

int log_Ivl = 4;

#define log(level, msg) { \
if (level < log_Ivl) fprintf(stderr, msg); \

Y /* compiler error! */

The problem is that stdio.h, shipped with the Intel SGX SDK, has neither stderr nor fprintf.
Commenting out every occurrence of log is not ideal; not only is it tedious and error-
prone, it deprives you of the ability to do logging, which is critical for debugging
purposes. In contrast, the following solution is simple and elegant, because it keeps your
logging code and requires modifying only one-line of code (for each file):

#include “stdio.h” /* use a patched header file! */

int log Ivl = 4;

#define log(level, msg) { \
if (level < log_Ivl) fprintf(stderr, msg); \

Y /* compiler ok! */

0 The idea is simple: we write a patched version of the C-library header, which
includes the stuff that is missing. This technique is called library patching. The
code below is our new stdio.h:
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/% stdio.h */
#itndef __ STDIO_H
#define __ STDIO_H

#include <stdio.h>

#iTndef INC_FCNTL
#define INC_FCNTL

#deTine O_RDONLY BxeEee /¥ ogpen Tor reading only */

#deTine O_WRONLY Bxeeel1 /% ogpen Tor writing only */

#define O_RDWR Bx@oe2 ¥ open Tor reading and writing */

#define 0O_APPEND Ox0EE8 /¥ writes done at eor #*/

#define O_CREAT Ox0100 /¥ create and open file */

#deTine O_TRUNC Bxe200 /* open and truncate */

#deTine 0_EXCL Bx0400 /* ogpen only if file doesn't already ex

ist */

#deTine O_TEXT Bx4000 /* rile mode is text (translated) */

#deTine O_BINARY Bx8000 /¥ rile mode is binary (untranslated)
*/

#deTine O_WTEXT Bx1@000 /* rile mode is UTF16 (translated) #*/

#define O_U1G6TEXT Bx20000 /% rfile mode is UTF16 no BOM (transiate
d) */

#deTine O_UBTEXT Bx40000 /* file mode is UTFE no BOM (transiate
da) */

#endifT

#ifdef cplusplus

extern "C" {

#endif

extern int stdin, stdout, stderr;

int open(const char* filename, int mode);

int read(int fTile, void *buf, unsigned int size);

int write(int file, void *buf, unsigned int size);
void close(int file);

void fprintf(int file, const char* format, ...);

#ifdef _ cplusplus

3
#endif

#endif

¢ Include a list of enclave project files. Assuming the enclave project name is
sample_enclave, here is the list of files generated by the wizard):
o0 Source files:
* sample_enclave.cpp: main source file, to be filled with user functions and
variables. The user can add additional source files.
» sample_enclave_t.c: trusted auto-generated wrapper functions. Do not
modify this file, because every build recreates it.
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» sample_enclave.edl: EDL file. Declares which functions are exported
(trusted) and imported (untrusted) by the enclave. EDL syntax is explained
in a separate section.

0 Header files:

» sample_enclave_t.h: trusted auto-generated header for wrapper functions.
Do not modify this file, because every build recreates it.

0 Resource files:

» sample_enclave.config.xml: specifies the enclave configuration. Details are
explained in a separate section.

» sample_enclave.private.pem: RSA private key used to sign the enclave.

0 Note: The private key must be kept secret and safe. If exposed, the key could be
used by malware writers to create a valid signed enclave. If you do not want to
expose the private key in the enclave project, you can use sgx_sign to sign the
enclave in a separate environment.

e An EDL file is used to define the enclave interface. There are two parts to an EDL file:

0 The trusted section defines the ECALLs:

= ECALLs define entry points into the enclave.

= [tis important to note that an Intel SGX—enabled application should
always have at least one public ECALL to enter the enclave.

0 The untrusted section defines the OCALLs:

» OCALLs define the transfer of control from inside the enclave to the
application to perform system calls and other I/O operations.

= OCALLs could also be used in cases where the enclave needs to transfer
data back to the application.

=  OCALLs are optional.

0 Asample EDL template is shown below.

enclave {
//Include files
//1Import other edl files
//Data structure declarations to be used as parameters of the
//function prototypes in edl
trusted {
//Include file if any.
/71t will be inserted in the trusted header file (enclave_t.h)
//Trusted function prototypes

untrusted {
//Include file if any.
/71t will be inserted in the untrusted header file (enclave_u.h)
//Untrusted function prototypes

}:
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